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Further Discussion on SynFlood Attack Detection Based on Distance Computation in Space Geometry

LIU Hui-yu!® CHEN Kai' PENG Tao'? CHEN Xiao-su'
(School of Computer Science & Technology, Huazhong University of Science & Technology, Wuhan 430074, China)?
(School of Computer Science, Wuhan Textile University, Wuhan 430073 ,China)?

Abstract This paper gave a new method to detect the SynFlood attack by analyzing the relationship between Syn seg-
ment, Fin segment and Rst segment in TCP protocol. Firstly, the relationship between Syn segment, Fin segment and
Rst segment is mapped to Space Geo-metry: the relationship in a given time frame is mapped to one point in Space Geo-
metry while that when no attack behavior exists is mapped to a line in Space Geometry, The distance between the point
to the line can hence be used to detect and determine the SynFlood attack. Furthermore, the efficiency and accuracy are
improved by using moving average technology which can anti-aliasing the distance discribed above. The experimental re-
sult shows that the method can detect the direct SynFlood attack and the reflect SynFlood attack accurately and have

low rate of false alarm. Also the method can be deployed to mid-large scale networks because of its high performance for
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processing data packets.
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