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Quantification Model Considering Uncertainties for Node Reputation in Trusted Networks

FAN Yanfeng YANG Zhi-xiao
(College of Information Science and Engineering, Henan University of Technology,Zhengzhou 450001, China)

Abstract Node reputation in trusted networks is an important trust relationship with many uncertainties, Reputation
and the process of its aggregation are companied with characteristics of fuzziness and randomness. Cloud model can sci-
entifically describe uncertainties of reputation during the process of its aggregation, Converse cloud generation algorithm
is adopted to discover the laws of fuzziness and randomness of node reputation and its aggregation process during its
whole life, Obtained numeric eigenvalues of reputation cloud are to direct the quantification of node reputation in local
computation widows, Based on certainty degree of service satisfaction degree, together with attenuation factor,a reputa-
tion quantifaction model was proposed. Certainty degree is a random number with stable tendency. Weights in the model
are also random numbers with stable tendency related to service satisfaction degrees. The proposed reputation quantifac-

tion model well fits with uncertainty laws of trust relationship in open networks. Simulation results show that the pro-

posed model maintains stable output and has good anti-attacking abilities, compared with other models.

Keywords Trusted network, Reputation, Cloud model, Fuzziness, Randomness, Random weight
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