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Chaotic Mapping Asynchronous Authentication Key Agreement Scheme with Smart-cards
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Abstract Identity authentication is an important means to ensure information security. Chaos mapping indentity au-
thentication scheme has become a hot research topic recently because of its high efficieny. In 2015, Zhu proposed an im-
proved chaotic mapping protocol,and claimed that it can oppose impersonation attack and dictionary attack,and it also
can provide user anonymity. However, Tong et al. pointed out Zhu’s protocol has the problems of offline dictionary at-
tack,impersonation attack and can’t guarantee user’s anonymity,and proposed a new improvement protocol(short for
TC scheme). Aiming at Zhu and TC protocol schemes. this paper pointed out their security defects,for example, the for-
ward security can’t be guaranteed and they are easy suffering from denial of service attack. Meanwhile, this paper pro-

posed a new protocol scheme using smart card. The security analysis and the comparison results with other related pro-

tocols indicate the high security and practicability of the porposed protocol.
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Table 3 Security objectives of identity authentication key

agreement protocol
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