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SQL Injection Intrusion Avoidance Scheme Based on Automatic Insertion of Dataflow-relevant Filters
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Abstract SQL injection is a widespread vulnerability in dynamic Web applications. This paper analyzed the necessary
conditions for the production and exploitation of injection vulnerabilities,and made a distinctive protection for different
types (digital type,character type and search type) of injection variables. Then, this paper dissected both the host lan-
guage and object language to locate the query variables and their types in the SQL statement,and constructed the data
dependency subgraph including source point and sink point on the basis of control flow graph. Aiming at this subgraph,
this paper designed a filter insertion algorithm and defined filter policies according to different input and query types.
Meanwhile, this paper implemented a dataflow analysis based scheme which automatically inserts filters before relevant

database operation. At last,this paper analyzed and tested the proposed scheme. The results suggest the effectiveness of

the proposed scheme.
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String type=request. getParameter(“type”) ;
String auth=request. getParameter(“auth”) ;
if(type==1)

{response. sendRedirect(“QRlogin. jsp”) ; }

else

1.

2.

3.

4.

5.

6. {String[ ] StrArray=auth. split(“,”);

7. String u=StrArray[0];

8. String p=StrArray[1];

9. Statement sm=ct, createStatement() ;

10. ResultSet rs=sm. executeQuery(“select * from usertable where uid="*
u+” and password="p+"")

11. if(rs. next())

12. {response. sendRedirect(“wel. jsp”) ; }

13. else

14. {response. sendRedirect(“passlogin. jsp”) ; |

15.}

1 A8 SQL AR r RS A B
Fig. 1 Code fragment of character-typed SQL injection vulnerability
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