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Privacy Preserving Algorithm Based on Dynamic Update in Medical Data Publishing
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(College of Computer Science and Technology, Nantong University, Nantong,Jiangsu 226019, China)
Abstract With the development of information technology.the privacy protection technology in medical data publishing
has always been a hotspot in data privacy research. One of the important issues is the synchronous update of medical da-
ta publishing. To solve the synchronization problem of medical data’s anonymous publication,an algorithm based on (a,
k) anonymous dataset to support dynamic update of data was proposed.i. e. » (a,2)-UPDATE. By calculating the se-
mantic closeness,the algorithm is able to select the most similar equivalent class in (a,k)-anonymous dataset. Then the
corresponding update operation is processed. The final dynamically updated dataset can satisfy (a,%)-anonymous and
protect the patient’s privacy information effectively. The experimental results show that the algorithm can run stably

and effectively in real environment,satisfies the real-time consistency of medical dataset and has the advantage of shor-

ter operating time and less information loss.
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Table 1 Hospital medical records
ID Name Age Zipcode Disease
1 John 28 100100 Flu
2 Amy 32 100230 Gastritis
3 Aaron 56 100300 Flu
4 Bob 42 100220 HIV
5 Eric 27 100119 HIV
6 Helen 37 100200 Flu
7 Jim 55 100310 HIV
8 Lily 48 100220 Gastritis
9 Kitty 43 100220 Flu
10 Tom 54 100320 Gastritis

TENX 20746 12 bR HE X G SO 4 P HEAR IR AT e
PEIEAT A6 B A8 TR 1 3 TR ke AR i s B 4 b LA Y

WE 1R AE Zipeode JBVE 1 BIZ ALIRAMER 55 — &0
MY Zipeode JBPE100100" 2 Z A Z 548 R 1001 * * 7,37 fk
EWN L HREZAE A 100 * * x 7 2R R R 2. H
ZICHLIY Zipeode JRPE“100230" 292 AL 2 J5 A8 <1002 % * 7,
ZACLR R K 1 RIZALEAE 4100 %« « 7 ZLER K 2,

Z2={100%%*}

Z1={1001**, 1002**,
1003%*}

Z0={100100, 100119, 100200,
100220,100230,100300,100310,100320}

E 1 @z
Fig. 1 Attribute generalization

WRBURE R T 2R MERE N T FZ R H
JTCM R L ZE I ICA R . X TR R Tl E AR €T,
CET R LA ]~ [AJA<i<n) . [/t ([S]=/[S].
(LA B8 ICA ¢ v e AR AT B M LS THE T AL ¢ Hh Y R R
P LA = TA T e[ A M2 AR L 12 b 5 SRR
A,

& 1 5,564 1{John,28,100100, Flu} #1792 fL 45 1
2528 K ([20,29],1001 * x ,Flu}, M, “John” HARIRFTE
PR BT B AR s “Flu” U o L R4 R

EXIEMI KHRER T A NEFABIEE E=
{ersesssestsle | =hG=1,2,n), | e; | IREEIGLE e B9
AN BUAER T R0 57 1935 T A B8 S 306 2 55 1k B 4E e
A A5 U0 S R AR AT B PR B 4 1 LA AR WL AL

W 1AL OtE 1 5004 5 fEZ AR G AR IRAT
BB J9 {[20,29],1001 * = b, W 7E7Z AL J5 1Y 1E 4 %
WERPRILH | So0d 5 8 TR —%Mm%k.

EX 4B HEBEABAER T MR EEE S
T={A Ay, A, SHHE - EAMBIRE T PIEE 4
RS ZEIRETED P —1(h=2) 490 F 15 WEFR R T8 1
BAEE A=A Ay, A EEAMRBIRE. 3£ 2 fral,
k=2, k—1=1,EGNEMRKPELEHA 1 FKiLHE,

#2 0.5.2)-EL4BIRE

Table 2 Table of (0.5,2)-anonymity data

GID ID Age Zipcode Disease
| 1 [20,29] 1001 * * HIV
2 [20.29] 1001 * = Flu
3 [30.,49] 1002 * * Gastritis
4 [30.49] 1002 * * HIV
2 5 [30,49] 1002 * * Gastritis
6 [30.49] 1002 * * Flu
7 [30.49] 1002 * * Flu
8 [50.59] 1003 * * HIV
3 9 [50.59] 1003 * * Flu
10 [50.59] 1003 * * Gastritis
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float sedMax=0. 0f;
int sedMax_gid=0;
List<<int> list_T2=List_Group(t2);
for (int i=0; i << tl. dataset. Count; ++ 1)
{
T1_eachData t1_i=tl. dataset[i];
foreach (int each_gid in list_T2)

(/73 555 1 00 b v SO T B2 e K A S5 40 26

float sed=SED(t1_i,t2,each_gid) 5/ /3 i X i &

if (sed > sedMax)
{
sedMax=sed;

sedMax_gid=each_gid;

}
T2_eachData t2_new=new T2_eachData() ;
if (sedMax= = (float)q)
{
t2_new=add_direct(tl_i,t2,sedMax_gid) ;
t2. dataset. Add(t2_new) ;
}
else
{
t2_new= generalize(t1_i,t2.sedMax_gid) ;

t2. dataset. Add(12_new) ;

}

if (Gudge(p,alpha.k.t2) == true) // ¥ B J& 75 I & 24 ol 4 1

{
return 03/ /¥ L2
}
else
(/a8 mPhid s
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return 0
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delete_direct(condition,t2) ;
}

else
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}
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float sedmax=0. 0f;
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{
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for (int i=0; i << t2_gidList. Count; + +1)
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sedmax=0. 0f;
sedmax_gid=13
if (SED_GID(t2,gid.i) > sedmax)
{
sedmax—=SED_GID(t2. gid, t2_gidList[i]) ;

sedmax_gid=12_gidList[i];

}
combine(t2, gid. sedmax_gid) ; / /3% £ 1 G VT ¥ fie K AY & 254 9F
}
}
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}
else
{//¥%nthid 5
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return 0

}
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