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Abstract At present,blockchain systems,represented by Bitcoin and Ethereum,are becoming more and more mature,

and blockchain technology has become a hot topic in academic and industrial circles. However,in practical applications,
these systems are generally faced with tough problems such as simple query function and low query performance due to
the limitation of data storage scheme. This paper presented the survey and prospect of the research progress on data
storage and query technology of blockchain systems. First, the data storage mechanism and query processing strategy
used in current popular blockchain systems were introduced . Then.two methods of extending query processing func-
tions on the existing system were introduced in details. The features of their query efficiency, write performance optimi-
zation, storage space occupancy,data security and availability were compared and analyzed in detail. Finally, the trend of

the query technology development in the future block chain system was analyzed.and the main research direction was

discussed and explored.
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Fig. 2 Execution process of query processing in Ethereum

TELLR YT R G Fr 0 K e I, SR A R IR /E (45 3 Fb
J5 3 1) 47 AR X e B A R X B Sk 5 2) 47 IR DX B 7 (A R IX
Pk D) M ME G e A A 4R 5 . BRI Z A R G FF ik
3PP N I A A, BT A R AR R 4500
Key {8 25 % 15 1 i) 25 360, B .

SearchByKey(key) = {Value; | {Key; » Value,; ), Key =
Key:si=1,++,N}
Hod, N B BCR, (Key: s Value, ) i LevelDB W 77 i Y 4
XS, FELARB b & A F BTN R B 3% B I A8 7E Level-
DB H T 2 58 2 386 V94 B8 A 458 2 1 (RLP) VST 30 47 JE 4 A7 6
HIEJZ LevelDB A 32 F5 415t Value FEE PR AR, T
W 2Z W) R 2 8 S R o RUAS O, B IR AR P R 2 TR
5l RGTCEBAL SR — AT G R B Al , 38 T8 1 3M
1T Top-K 2 i) \K-NN 2] 55 & Z4 o Hr Al 2 1) .

4 ERERFHEBIREYT REAR

BRI, 56 T DX ik 22 48 v A 10 Ak BB B 9 BT 524K 4R
Aib T 2D B B BIF SRR T 9 T R

Li 42 H T etherQL REM B —F7E X A 4D 2 K
T AR . RGN 3 5 AR X He s B 5 0L 2415
B FE b I8 Bh A0 BCHE R 4R A M T R B T R R
HVBAT T X BB B0 W 0T R 42 L 5% 80 &2 1 #] MongoDB
SR JE A MongoDB #4740 BT 2 I B4R . 3 Bl 5 1 R
BEUURAG I X PRt R Y, EEE K bt Rz E B A
JZ BRI N AT TR

BeAh, B B T AR X X He b B i A iR 15 5 R A
ARG PEREIEAT T4 Mr. Dinn 25428 H BLA (19 X He bk R 40
TRAT 51 SRR B SO B A 0 R B8 = R R R ) £ A
ACA R A ) B0 T A R SR B F 5T b o 2R G A A T 4 0
b o AT EOIEAE A% R G SCRL 120382 AT LAl Ustore %552
R A W LB A% RS LevelDB, Ustore™ &
BN 3 S R A B B — SRy R AT SO EUE A i R
S5, X 56 R RER I A 2 TR S A B L 3t
FORRE T, A B B 7208 .. A L LevelDB S 44
21 Key-Value B 706 R 50, € 0l KL AL T 0 =£ & 19 20
IfE . BEAEEAE R X BBk R 45 0 SO A7 % )2 1T AR A
LRI 2 55 . 4255 Hbase, MySql 25 S BVEIRE R 45, (2
R I I 92 R 14 X R 18 2R 56 3R 8 00 8 8 0 A1 2 A7
RS, 155 R5] 454 (a0 B+ F1 LSM-tree) 7 A [7] 3 4%
AT T 2577 2L # AR AR R B 25 ), 33X 45 43 X SCRT 2 AR
B B 2 Pty R T M B TR . BT X ), Wang 450
T —FF B RBIHEA SIRL K Z KRB H# AL T POS-tree
ZEH BT B B 53 A 2 RR AR 5 ) R AR R 45 A 0L T
B+ 5 Merkle B (43R & 4544 , 38 %0 T J7 A 45 #4764 [5]46 A
BERF T 08— B 2 A

2293 3 6 BUA X HBE R G AT A G M S g, B
T AWMDY7 I X I AT T M RR A TR L
4.1 ETHERSHNE AT BAZE

H R, 20 X Hest R0 2] 2 6 %t R 2 5 77
it 72 45 30 AT 10 0% S 5 1 1 T S A AR RAR R R BEL T
PRI, U0 S 0 AT 09 i o Dy R E I I A R 6 v B i A )
B e, A i Ak B B N 2R F] R I D N R Gt RR
BETF A0 8 s Lk, FR 40 I % L A RTT B T 00 A i R
W, RATANTEBA RS BY AR A B Ry 2% 3T A5
HoHE PR A SN B e B T R R T R B R A E RS
Fik.

1) AN B %2 J7 ¥ (Connecting outside database), X
FEWE EE R A etherQL RS Z R HE 3 4> F L
43 BOUE W WT 5 AT A P AR BB A ) AP, E X B
RGBT W B B W WT 5 BT A Bl X B 4R R APT
W X BB I BN AR R b A 32 B Bl A AL
PR A NS DL, ENBAE WA 3 iR, 5
etherQL J7 5 W A AN [, B4 W Wr B B il o DL oK 3 42 43 19
APT i35 BUBCHS 17 R4 AT 48 A R G0 . AMBRBUNE 12 D7 6
FEARBAE T RSB AR Ry A L DA SR 52 3 4
BT B B A ORI B A AR .



16 i BN R

2018 4F

(G2 )
+

T e M A%
£ *a

Bl 3 A E 2 Ty Tk A A R

Fig. 3 Architecture of connecting outside database method

2) W B & 5| J7 % (Built-in index) , 4~ EIE FE 7 1k 19 &
MEERGIFRITERNZ MANER FIEE—-FANET
ROEZTMERNE, XMTENRIIRITEES% T My-
Isam 5139 R 51815 0. Mylsam & MySQL 4 & —
Tl IO AR T2 . XA S B i R 51 40 S A . 5
ROl 5HBERS . EHERTIIE M2 B0 Y P 30 4k, WA
B R GHE T AR R R . XRNR I AR I T LK B
RYEPlA . RNHER H L LSM-tree Z5 MBI A H/E— A~ TR
5, WL, BRI H L LevelDB 1E N 4R 5], 78 5k 17
FEAE e &1 AN ] 7 Be g sr il Bh R 51, IRl 3 R 51 45 M i it
EZ., NERIEMNERME 4 fin, NERLIHENE
TR R 43 SR T A B B - 5 — B B e A i i A R 3k B A IR R
He i@ BB RS E 45 R0 Key (EHEAS 5 B
i Key 7 F 58 &5 (LevelDB) |28 #% H 45 R Value, Jf-3% [1]
4R P i

X St /5
API
A N
\ —HE%
EHBS% Pk
(Ragk o g% |« §
EREE £73
HAEHE
b A

/

B4 NERELEGH A

Fig. 4 Architecture of built-in index method

4.2 WWMITRAENIER

R i w58 N I Sl A= i N O R 53 CO
TN 5 A5 1 % RN O 1 AT X L

DR, DL oselect £ i) K i, XFT 4M 404 12 O
T 25 U AR AE AR B PR b BUAT R A ) TR A — R
ET| R AT L5 5 BHRIE A Olog ((N) +Ts(RN)Y), Hirf
TsCh) N RGEHFERT £ NEEFERE . 7T LUE I B0 7768 3R
FWERBMIIA S mMARMERR, M TFANERTI T R
i BT B R S IRBCEI 25 R key 18, R A 7E R RS
(LevelDB) b H 47 A k3R [l 25 5, FLAF I FE 8 O(log(N) +
ET(NY)  Hort T(N) g LevelDB #1047 — vk B HL 2 $8 149 %8 A
2 AR 5] R AR EE — B Be 45 R key fH 19 75 4k &
FE 50 B B 45 R (5K 1713 BE AT 23 9% LevelDB 5200,

2)FANZS (H T AE . X T ANBERCHE PR O vk BOHE R R
A7 X BB 5% 50 B0 R A 3 S 22 g ST A B Y 2R 51 A A L X
T R K A 0 R A s AL, AR [ R O (AN + ¢Nlog
(N X TFHNERT % AZE TR ETFBRNER

FlE5 8, R & S 2S [) AR 6F 88 /0N H s 18] #8  O (eNlog
(NDY . BRI SHT 4 EL AN, 78 SEBR A 4 55 vh SMBCEUHR 12 5
R 23 AR S SE AN B, FE LUK S Y S2 Sl sk TR RE A
L1755 98 Y Data 7 Be b 45 89 2 18] 75 430 R T Al 7 B
23 [ 1Ry A 9K T 52 B A T P Data 5% BN W1 g AR £ i) 8
i) o DR 0t R AR A B S R B A SN RON P D i Y =
[E9] 90 2% 1y el W — PO

30 BE I B B9 — BOPE e b 5 R . TR R SN R A 7
RN E RSk B Z AR A RO £ fif 25 18] R
WIBT N IX R O BN B — B 5 e Ak . TR T 20 A O 4
A D Ty 58 RGTR S SN .

OFMBH IR 2 B i e 7 56 . R GE R B S 7 1 < S IR AR
FH 2 B K30 TR e S 20 S AR o B B I 1] 9 R B S A
AR H A5 5, JU) T BE 3 S T (i) pAY SR R A (20 R SR
T LLGRIE Bl A Y B 4 — B ), 2R ot i R 4 A A 5 EL R AR
A7 SR B B PR U B X BB R 2 5 AR EE R A T
BEAR —EF R Gk LUK AL . R 7 s 2 9 i b R 48
AT AL — A B AR DRIE TR R IR AE . Ah A
BT A7 SR W < AR BN 2R Ty T ) ) R B B RE T L IX R
HETT LU 3B b B AN B, R T AR b A B L
G AR R 2 I 32 T o 0 A AR S R B R . T R
A F) 052 6 He AR 9 DR AR T R A0 B PRAT S e A A
Bt 12 AT AR A B 0]

QWERGITERMITTR . RGBTk M
RN B RO S 2T TR R 2D B B — A
B LT ARSI HE AT LevelDB J5 A4 L iF sk 4T F — 24
. H LevelDB WHS HlF H G ARG NI, R A B E R Z )5 .
KHBERE S RTRS R F 8, — B LLRIE, Sh I
dr B 47 SR W < 5 AN IR RO 12 7 A O TR Al B R 5 AT —
AARAF AR B2 5 — B A B A 36, AR DU AR R
FIAAT S AR T I0 2R X 2 51 SO AT 5% 0 IR U AT LA i
PO 485 DA B Al 39 AT A . SRS X B B A SR
— B, Pk, WER T 5 BB AR B aE O 5 S RE
B, NERT LS — . 0 BAT  BAT R a5
BiR

0120

e
e
o

0115

S
=
S

g om0 g 008
N

= = 006
= 0105 el
f‘é 0100 § 004
E:S

0095 002 I

0.090 0 -

89 231 385 817 89 231 385 817
HRILFEANK EESE ¢

(a) (b)
Bl 5 NERLIEE— . W B F S AT
Fig. 5 Average execution time of phase 1 and phase 2 of built-in

index method
OEYERER IR AL . AP BHE E T7 i L AR R S X R
HERUE R e P RGNS ATEREIF R Z B M. X
THERLTE, FEELHRETS LevelDB Z AT H B R 5l 454 ,
DR T —ERBANTH . B, WERG TS P REA
X T RA RO —E .



5512 1

T A5 DXCBRAE R ST 0 B A7 S A BR 280k 17

SYFTY R, X F S A 2 U5 vk L 2 S B Y B e T
VATE SN R8N i vp £ B APT 5200, T B AR 147 . T N B R T
TPk A WAL BRSO FE R G2 YR A S e
R EREENEA SR B N 2.

i3 LA B 5 A>T T RS X L AT, AT K P Ty vk B AT S
BB AT R R A LA 0 M A R 00 R A (EUR AR B A A S
[, AN R A 3 X R BB PR 7. B R BT AL 3
B A AR ME L 5 AN T A L TR
G A A A T LR 75 AR B O B RIS L TR o T Y
BN At 2 (1 A8 /0 o BRI A At 1) 22 A P AR R 0 R ATT X
il 7 L AT RE AT, WL 6 TR ST A Ve R A A 7
P58 9 UG B 5 A A8 AN ) L S S B A AR D Tl 2% AR TR

—e— MK HKE = —W— WERSI A ®
638

TH R o5 L

BHR

g2

6 RN R A X
Fig. 6 Performance comparison of two methods

SN EOHR PR Ty v 0 A 0 R SR T AN AN 1 B X e
B2, PRI 2R G0 T B — Pl v A0 ORI A B A 6 B 0 L Ak >
AR B A 5 X B RO 09 R — S0 O R a) 2 I AR UE A A 9
M. NERTI 7R R RTS8k B LevelDB, A
It LevelDB B ALz 45 VB 4 1H J2: PR il 25 0 3% R A9 M 30, HL3Z KR
T LevelDB #9352 AL 4 LLFEAT SR A WAL
4.3 MRS

P BE R G 7 AR SCHEAT T WA BE R X B S EG
AR IRAL B 10 T7 40 5), S5 LA BB A 3 Sk 3k 2 v
SIS B B RE Y . SEIR A R AN B 5 Ca) R 5 () BT
7 % EU AT B — FE A X A b i BE R A o i A i 0o AR
SFERTHY 9920 LA I, AT FLBE % 45 A BB L By B AR 4R
PRI, PRI, B R 5107 1 T 3E A 45 0 7™ 0 HL iR [ 45 S 4
B,

72 T X B B O R A A B R L A S
BN ENC AT T BRI A, EEERT AP, &
ST AMLAT S AT AT ZE A MG, BER
ST B AT AR A BT B O AR AT . XA RS
7 A 2 AR B T S 1) R, R AT R G A 06 TOFE X I R
FEF5E . BT T X R EE 4> R A7l I B9 © 48 Jg TR
WAL 78 43 1 X B4 22 45 19 L 6lt L PhoAT 20300, B3 0F 28 ) 14 1
T FTRORNG R AR R — AR .

5 ARAERE

A X BRGE R G T AR AL B R 2 E R, T

X Z G AT RIS B0 4 4T 97 S 28 T g, PG A5 i
IR MR S Z AR AAERRNNE, BRI XRS5
F) A 1) AL FRAL R R A 0P 2 TAERRIFIR ARG, 4560
1 43I 5T AR L FR TN SR ok X B 1Y A 9 ) g B £
B i 2 B A7 7R 50 58 I iR 2 R B A7 it R 8 0 A
e 2 B HE AT 0 S BT . IR0 ) AR TE SR A0 AR 48 9 S
A LA A5 1) AT LA SR A fifs 455 78 F 4 30 A7 A % 1 £
b o i B50HE A7 7 B0 VT TE X BB R 5 2) W] LA 9 3 A5 2 it 2
il 5 980 9 . 3B e AR A )2 S B W 2B ML ) BBk
T30 38 G0 T A0S BREIn 45 AL 1 A B0 R — B, H Al Er
of AL R R B A7 B R G A R B R R X B
26385y B AR BT HRTBE A R G B
TR o) FBL AL 45 LR LA 5

DA Z R

PR X HHE IR 2 B A7 R 4 S 9 A ) 3 g 3 1
o H AR AN B LSRN B R T 07 ik i A A N Ik ek IS
NI R . AR XIS R AR AR EREAEE
RO A T BE AN R T R

2) ¥R B2 S TR 1 A

IX B4 7 A R T RE (Y I FH 7 R BL S R AR S A
S5i/5RIN A, BHElR G HRE 5 %4, 4R 55 BRI
3 50 76 I 2 5 AR B G Ak . Al B IX W Ry 5 27 A 4
BLE R, BT A B YA 2 R R G TR

D FAE I Z M

HRG, X Hebif R G0 A% 08 T X ekt X it st 52 5 id
SEMEANFERINA W 500, KRR EH X PaE iy — 2o
SR O A B BN BEA AR A S B GB1T5
UL A OB 5 0B SR R 2 B A7 R e S S
P g i s R A S

4) 1 P X B4 A4 B AR

DX P F AR S5 T 22 00 S i 1k AR S L ] B A X B
HERR X HEE S R AR S, KRR ERBIR A RS TE
FLA R4 (0 FT 4 R R i L R RCHE A7 i R G RE A5 3E 1 T
B A, AT 2R IR k.

W2 BAE A8 R R RF AR R AR e T X sk R 55
WA RE S EREMY L FR . A ok, R ok X BB O 77 if B B
WS AR T SUE T - DB RO A7 AR H N 2R 58 P g S, LA iE
T 3T Ak 5 2) PR AR 2 8005 776 R SR i T Ak 5 kg
B 2 5 R A 1 P RO A T v R0 A A S A R SR R 5 3D R
T B X MR S AR AT 4 X A S E R S A KR
gery et BN T2 2 A R g8 b2 Bl B A s R —
SO FASE B, LA Ak I A 3 Ak R A BT ROR R A b

HRIE XREEARLGHTEN S &7 MR R KT
BALIE , DX HURE 2R 0 3 W7 R R B 5T S AR S A X B R
FE 2 R N Hh 2% 88 H R (4 B0 A7 G5 A v A B T (Y 1) R
W T Rk 0 0 75 3R 5 A 0 R AT AR D 48 decJE R X R
BEA AR MR RERGURIrm#AT T R SR, ME
IX. B B B A 7E 52 BR N ATk 1 & R, 2 AR £ W) R (E A T o
N ES YN I Sa



18 2 AV S 2018 4F
a data processing view of blockchain systems[ DB/OL]. https://
5 % X . _
arxiv. org/abs/1708. 05665.
[1] HEP.YU G,ZHANG Y F,et al. Survey on blockchain techno- [21] DINH A.WANG J.WANG S.et al. UStore:a distributed sto

2]

(3]

[4]

(5]

L6]

(7]

(8]

9]

[10]
[11]
[12]

[13]

[14]

[15]
[16]

[17]

[18]

[19]

[20]

logy and its application prospect [ J]. Computer Science,2017,
44(4) :1-7. (in Chinese)

a3, T3 alCa g, AR IXHBE B R 5 0 T I £R R ) . S HL
Bl ,2017,44(4) : 1-7.

PASS R,SEEMAN L,SHELAT A. Analysis of the Blockchain
protocol in asynchronous networks[ C] // International Confe-
rence on the Theory and Applications of Cryptographic Tech-
niques. 2017:643-673.

ALI M,NELSON J,SHEA R,et al. Block stack:a global naming
and storage system secured by block chains[ C]// USENIX An-
nual Technical Conference. 2016:181-194.
ATENIESE G,MAGRI B,VENTURI D,et al.Redactable
blockchain-or-rewriting history in bitcoin and friends[ CJ// Eu-
ropean Symposium on Security and Privacy. 2017.

KOSBA A.MILLER A,SHI E,et al. Hawk:the blockchain
model of cryptography and privacy-preserving smart contracts
[C]//Security and Privacy. 2016 :839-858.

HALPIN H,PIEKARSKA M. Introduction to security and pri-
vacy on the blockchain[ C]// European Symposium on Security
and Privacy Workshops. 2017.

LUU L,NARAYANAN V,ZHENG C,et al. A secure sharding
protocol for open blockchains [C] // ACM SIGSAC Conference
on Computer and Communications Security. 2016:17-30.

EYAL I.GENCER A E,RENESSE R V. Bitcoin-NG:a scalable
blockchain protocol [C] // Usenix Conference on Networked
Systems Design and Implementation. 2016 :45-59.

JIN H,DAI X,XIAO J. Towards a Novel Architecture for Ena-
bling Interoperability amongst Multiple Blockchains[ C]// Inter-
national Conference on Distributed Computing Systems. IEEE
Computer Society,2018:1203-1211.

LevelDB[OL]. http://LevelDB. org.

Etherchain[ EB/OL]. https://www. etherchain. org.

DINH T T A.WANG J,CHEN G,et al. BLOC-KBENCH :a
framework for analyzing private blockchains[ C] // International
Conference on Management of Data. 2017 :1085-1100.

O'NEIL P,CHENG E.GAWLICK D, et al. The log-structured
merge-tree (LSM-tree)[]]. Acta-Informatica,1996,33(4):351-
385.

Wikepedia. Berkeley_ DBL EB/OL]. https://en. wikipedia. org /
wiki/Berkeley_DB.

Hyperledger[ OL]. https://www. hyperledger. org.

SHAWN W, TOME B,JOSH B, et al. Storj A peer-to-peer cloud
storage network[ EB/OL]. https://storj. io/storj. pdf. 2016.
Protocol Labs. Filecoin: A decentralized storage network [ EB /
OL]. http://www. filecoin. io/fi-lecoin. pdf. 2017.

Wikipedia. RLP[ EB/OL]. https://github. com/ethereum/wiki/
wiki/RLP.

LI Y. ZHENG K,YAN Y.,et al. EtherQL:a query layer for
blockchain system[ C]// Data-base Systems for Advanced Appli-
cations. 2017:556-567.

DINH T T A,LIU R,ZHANG M, et al. Untangling blockchain:

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

rage with rich semantics [ DB/OL]. https://arxiv. org/abs/
1702.02799.

CAI W D,YU L,WANG R.,et al. Blockchain application devel-
opment techniques[ J]. Journal of Software,2017,28(6);1474-
1487. (in Chinese)

SRUETE ARIE R S R T DX B BE i 0T AR B80T R JT B IS
(07, BAF2#4] . 2017, 28(6)  1474-1487.

WANG S,DINH T T A, LIN Q,et al. ForkBase: An Efficient
Storage Engine for Blockchain and Forkable Applications[ ] ].
PVLDB,2018,11(10):1137-1150.

KARLSSON K,JIANG W,WICKER S,et al. Vegvisir: A Parti-
tion-Tolerant Blockchain for the Internet-of-Things[ C] // Inter-
national Conference on Distributed Computing Systems. IEEE
Computer Society»2018:1150-1158

JIA D.XIN J,WANG Z,et al. ElasticChain: Support Very Large
Blockchain by Reducing Data Redundancy [ C] // Asia-Pacific
Web. Springer, Cham,2018:440-454,

LIND,JOSHUA,NAOR O,et al. Teechain:Reducing Storage
Costs on the Blockchain With Offline Payment Channels[ C]/
SYSTOR. 2018:125-125.

WU X,XU Y,SHAO Z.et al. LSM-trie:an LSM-tree-based ul-
tra-large key-value store for small data[ C]// USENIX Annual
Technical Conference. 2015.

AGARWAL R.KHANDELWAL A,STOICA 1. Succinct :Ena-
bling Queries on Compressed Datal C]// USENIX Conference on
Networked Systems Design and Implementation. 2015: 337 -
350.

WANG P,SUN G, JIANG S.et al. An efficient design and im-
plementation of LSM-tree based key-value store on open-chan-
nel SSD[ C]// Eurosys. 2014 :1-14.

AHN J S,SEO C,MAYURAM R,et al. Forest DB:a fast key-
value storage system for variable-length string keys[]]. IEEE
Transactions on Computers,2016,65(3):902-915.

LU L,PILLAI T S, ARPACI-DUSSEAU A C,et al. WiscKey:
separating keys from values in SSD-conscious storage [ C] //
USENIX Conference on File and Storage Technologies. 2016
133-148.

NAKAMOTO S. Bitcoin:a peer-to-peer electro -nic cash system
[EB/OL]. https://bitcoin. or-g/bitcoin. pdf.

BUTREN V. Ethereum: A next generation smart contractand
decentralized application platform [ EB/OL]. https://github.
com/ethereum/wiki/wiki/White-paper,2013.

TRENT M,RODOLPHE M, ANDREAS M, et al. BigchainDB:
A Scalable Blockchain Data-base[ EB/OL]. https://www. big-
chaindb. com/w hitepaper/bigchaindb-whitepaper. pdf. 2016.
SEARS R,RAMAKRISHNAN R. bLSM:a general purpose log
structured merge tree[ C]// ACM International Conference on
Management of Data. 2012.:217-228.

LIM H,FAN B, ANDERSEN D G,et al. SILT:a memory effi-
cient, high performance key-value store[ C]// ACM Symposium
on Operating Systems Principles. 2011:1-13.





