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Abstract With the rapid spread of network technology,large numbers of diversified network assets bring great conve-
nience to people’s daily life,but challenges are also posed to their own safety management at the same time. Accurate
and comprehensive network asset detection is the prerequisite for the effective management of network assets and the
basis for threat analysis. First, this paper reviewed the origin and development process of network asset detection. Next,
this paper comprehensively analyzed three common novel methods of network asset detection (active, passive and search

engine based)and each key technologies,and summarized the characteristics of these methods respectively. Finally, this

paper discussed the development trends and further research directions of this technology.
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Fig. 1 Development process of network asset detection technology
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Fig. 2 Basic realization process of novel network asset detection
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Fig. 3 Comparison between search engine based non-intrusive

detection method and other methods
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Table 1

Current network asset detection methods and their characteristics
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