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Integrity-verifying Single Keyword Search Method in Clouds
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Abstract The service of outsourcing resources in clouds makes the data out of control from its owner and generates
many security issues. It has become a serious threat to data users to verify the integrity of search results received from
clouds. In the area of secure keyword search for cloud computing,current works mainly focus on the privacy-preserving
issues which adopts the honest-but-curious threat model, but they are not able to solve the problem of integrity verifica-
tion of the search result while the malicious attack threat model is adopted. This paper proposed a method of verifiable
single keyword searching based on the partially ordered constraint chain, called IVSKS. According to the partial order
relation of the relevance between keywords and files,data owner constructs the partial ordered constraint chains as veri-
fication objects of files,which are generated by hash functions. The verification objects and the corresponding files are
subsequently outsourced together to clouds. When data users search the top-% relevance files by an interested keyword,
the clouds will return the qualified files along with the corresponding verification objects. Data users can reconstruct the
verification objects by these files and make a comparison to determine whether the result files are complete or correct.
The experimental results indicate that IVSKS performs better on search result redundancy and completeness verification
efficiency compared with the existing methods.

Keywords Cloud computing. Keyword search, Integrity verification. Top-k, Partial order constraint chain
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