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DDoS Attack Detection System Based on Intelligent Bee Colony Algorithm
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Abstract With the popularity of the applications of big data,DDoS attacks become increasingly serious and have been
the main network security issues. This paper designed a DDoS attack intrusion detection system based on clustering and
intelligent bee colony algorithm (DFSABC_elite) for DDoS attack detection in environment of big data. The system
combines the clustering algorithm and the intelligent bee colony algorithm to classify DDoS attack data flow,and uses
the traffic feature distribution entropy and the generalized likelihood comparison distinguishing factor together to detect
the characteristics of DDoS attack data stream,thus achieving the efficient detection of DDoS attack data flow. Experi-

mental results show that this system is obviously superior to the ordinary bee colony algorithm based on parallelization

K-means and the DDOS detection algorithm based on parallelization K-means in terms of intra-class compactness.inter-

class separation,clustering accuracy,consumed time and DDoS detection accuracy.
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Fig. 1 Schematic of DDoS attack
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Table 1 Corresponding situations between cluster and foraging

behavior of bees
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