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Abstract The rapid development of Internet provides people with a free and open way of interaction. Internet services
have become an important part of populace’s daily life. How to evaluate the trustworthiness of characterizing node in-
teraction has become one of the core issues in network applications. Due to the anonymity, randomness and dynamic
characteristics of open network environment, users face many risks in choosing the target node in the network for inter-
action. The trust evaluation mechanism based on node interaction becomes an effective strategy mechanism to suppress
the malicious and fake behaviors of network. First of all, this paper outlined the related properties of trust,and formally
defined and constructed the trust network according to the interactive behavior among network nodes and the characte-
ristics of their trust relationship. Then, this paper analyzed the framework of trust mechanism, and discussed the re-
search focuses and security threats of trust mechanism in P2P networks, e-commerce and social networks. At last. this
paper focused on the comparison and analysis of typical trust models in different fields, detailed the effectiveness and
shortcomings of anti-attack,and proposed the research direction of future trust mechanisms in terms of improving the
model algorithm and enhancing the anti-attack capability of model.
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Table 1 Typical definitions of trust in different disciplines and fields
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Table 2 Typical definitions of trust in field of computer science
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Table 3 Representation methods of trust values
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Table 8 Comparison of typical trust models in e-commerce

Index collection Mal*8] Yul#! Zhang" %! Zhang 2" RMDTE! cpTARY
Contex taware Yes Yes Yes Yes Yes Yes
Multi-dimensional Yes Yes Yes Yes Yes Yes
Reputation scoring [0,1] [0,1] Hybrid [0,1] [0,1] [0,1]
Arith-method Weighted mean D-S Cloud-Based Weighted mean Weighted mean Weighted Mean
Decentralized No Yes No No No No
Evaluation scope Global/Local Global/Local Global/Local Global/Local Global/Local Global/Local
Risk evaluation No No No No Yes No
History awareness Yes Yes Yes Yes Yes Yes
Transaction No No Yes Yes Yes Yes
Time attenuation No No Yes No Yes Yes
Veracity Low Low Good Good Best Better
Scalability Good Good Medium Good High Good
Robustness Low Medium Good Good Best Better
Overhead Low High Medium Low High Medium
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Table 9 Comparison of typical trust models in social network

Index Collection Tianl*% Liu®7! Cerutti-®® Qiaot®™! Xul?% Wang ] ZhangwoJ
Context aware No No Yes Yes No Yes Yes
Multi-Dimensional No No Yes Yes No Yes Yes
Reputation scoring [o0,1] [o0,1] [0,1] [0,1] lor +1 [0.1] [0.1]

Arith-method Subje(:tive Subje(:tive Subjec.tive Weighted Intuitionistic Weighted Weighted
logic logic Logic mean Fuzzy theory mean mean
History Transaction No No No Yes No Yes Yes
Time attenuation No No No No No Yes Yes
Veracity Lower Lower Lower Good Better Better Best
Scalability High Medium Medium Medium Good Good Good
Robustness Medium Medium Medium Medium Low Good Good
Overhead High High High Low High Medium Low
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