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Multi-authority Encryption Scheme Based on Public and Private Attributes
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Abstract The attribute-based encryption method can simplify the problem of key management and access control in
cloud computing environment,and it’s suitable for cloud environment. This paper proposed a multi-authority encryption
scheme based on public and private attributes. In this scheme, the attributes are divided into public attribute and private
attribute. The user’s public property is constitutive of the user’s role authority information, etc. The user’s private
property is composed of the password and the identification code of devices,etc. By using the public property to imple-
ment access control,the data can be shared safely on the cloud server. By using the private property to implement the
security control of information flow,it can ensure that only the specific user uses data on a specific device. This scheme

can realize key tracing and attribute revocation. Encryption based on private attributes can also achieve anti-conspiracy

attacks.
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