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Abstract As a typical example of security-related system,cyber-physical system (CPS) is the high-value target of net-
work attack. Therefore,its security protection needs to be effectively assessed. To this end,a penetration testing method
for CPS based on attack graph is proposed. Firstly.the traditional attack graph is improved and a new attack graph for
CPS (AGOC) is proposed. Specifically, the physical attack,the duration of the attack and the continuous variable value of
physical system are considered in AGC. Additionally, the attack feasibility parameter is added to represent the success
rate of single-step attack. Secondly,based on AGC, the optimal attack path selection strategies are represented,including
the minimum attack cost, the shortest attack time and so on. Furthermore, the intelligent penetration testing algorithm is
designed to accomplish automated penetration. Finally.the effectiveness of the proposed method is verified by case study.

The results show that the method can select the optimal attack path to the target,intelligently adjust the subsequent at-

tack steps according to the feedback,and assess the security of CPS effectively.
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Fig. 1 Operation mode and main attack points of CPS
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Fig. 2 Example of attack graph for CPS
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1. result=ReceiveFeedBack(Path[i])

,n—1]

2. if (result==success)
3 steps=null;

4, else // attack failed

5. count++;

6. if (count >a)

7 steps={indOptimalPath(source, target, G, para) ;

8. endif

9. else

10. previousNode=Path[i—1];

11. nextNode=Path[i+1];

12. delete the node Path[i] from the attack graph G;

13. steps={indOptimalPath(previousNode, nextNode, G, para) ;
14. end if

15. return steps;
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Fig. 4 Network topology of experimental system
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Table 2 Penetration testing paths and probabilities of success
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