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Personalized (a,l)-diversity k-anonymity Model for Privacy Preservation
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Abstract Aiming at the problem that traditional privacy preservation model is lack of considering the personalized ano-

nymity, this paper analyzed the existing two personalized anonymity mechanisms. On the basis of £-anonymity and /-di-
versity model,a personalized («,/)-diversity k-anonymity model was proposed to solve the existing problems. In the
proposed model, the sensitive attribute values are divided into several categories according to their sensitivities,each cate-
gory is assigned with corresponding constraints,and the personalized privacy preservation is provided for specific indi-
viduals. The experimental results show that the proposed model can provide stronger privacy preservation while supp-
lying personalized service efficiently.
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Table 1  Original data

Name Gender Age Zip code Disease
Bob Male 34 100751 Cancer
David Male 43 100720 Flu
Lily Female 25 200386 HIV
Rose Female 28 200425 HIV
Emma Female 55 178642 Cancer
Jose Female 48 178653 Flu
Cherry Female 59 178634 HIV
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Table 2 2-anonymity table
Group-1D Gender Age Zip code Disease
1 Male [31,45] 100 % % % Cancer
Male [31.45] 100 * % * Flu
, Female [16,30] 200 % % x HIV
Female [16,30] 200 % % % HIV
Female [46.,60] 1786 % * Cancer
3 Female [46,60] 1786 * * Flu
Female [46,60] 1786 * % HIV
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Table 3 2-diversity anonymity table

Group-1D Gender Age Zip code Disease
1 Male [31.,45] 100 % % % Cancer
Male [31,45] 100 * * * HIV
5 Female [61,75] 200 * * x HIV
Female [61,75] 200 % % % Flu
Female [46.,60] 1786 * * Cancer
3 Female [46,60] 1786 * Flu
Female [46.,60] 1786 * * HIV
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Table 4 Categories of “Disease”!!*]
Cid Sensitive attribute values Sid
1 HIV.Cancer 4 (Top Secret)
2 Phthisis, Hepatitis 3 (Secret)
3 Heart Disease, Asthma 2 (Less Secret)
4 Flu,Indigestion 1 (Non secret)
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Table 5 (0.5,2)-diversity 2-anonymity table
Group-1D Gender Age Zip code Disease Sid

1 Male [31,45] 100 * x % Cancer 4
Male [31.45] 100 * % Flu 1

) Female [61,75] 200 % * x HIV 4
Female [61,75] 200 % % x Asthma 2

Female [46.60] 1786 * * Cancer 4

3 Female [46,60] 1786 * Flu 1
Female [46,60] 1786 * * HIV 3
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Table 6 Individual-specified privacy preservation levels

No. Gender Age Zip code Disease Sid  Ppl
1 Male 34 100751 Cancer 4 4
2 Male 43 100720 Flu 1 2
3 Female 66 200386 HIV 4 3
4 Female 70 200425 Asthma 2 —
5 Female 55 178642 Cancer 4 —
6 Female 48 178653 Flu 1 1
7 Female 36 178634 Hepatitis 3 2
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Table 7 Personalized (0. 5,2)-diversity 2-anonymity table

Group-1D Gender Age Zip code Disease
1 Male [31,45] 100 **x Cancer
Male [31,45] 100 **x Respiratory infection
) Female [61,75] 200 %% HIV
Female [61,75] 200 %% Asthma
Female [46.,60] 1786 *x Cancer
3 Female [46.60] 1786 »x Flu
Female [46,60] 1786 *x Hepatitis
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1(note,) =Ppl&. & note, is the parent node of t;
11. t<-note,;
12. Return D" .
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Table 8 Structure features of dataset

J& %A BEMN ZhEAMEE
Age numeric 74 6
Work-class categorical 8 3
Education categorical 16 4
Native Country categorical 41 3
Marital Status categorical 7 3
Race categorical 5 3
Gender categorical 2 2
Disease categorical 8 4
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Fig. 2 Information loss with different £ values
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