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Secure Data Deduplication Scheme Based on Merkle Hash Tree in Hybrid
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Abstract Deduplication is an efficient data compression and storage optimization technology in cloud storage systems. It
can reduce storage space and transmission bandwidth consumption by detecting and eliminating redundant data. The
convergence encryption adopted by existing cloud storage systems is vulnerable to brute-force attacks and the time cost
of ciphertext generation is excessive. In this paper,an efficient deduplication scheme based on Merkle hash tree in hybrid
cloud environment was proposed. The tag used to detect duplicated data is calculated by introducing privilege level func-
tion and label coefficients which can realize a secure deduplication system with different privilege levels. At the same
time,an additional encryption algorithm is implemented, and cryptographic keys are generated by a Merkle hash tree.
These keys are used to encrypt the plaintext at a file-level and block-level deduplication which ensures that the cipher-
text becomes unpredictable. The security analysis shows that this scheme can effectively resist the brute-force attacks
from internal and external attackers.and improve the confidentiality of data. The simulation results show that the pro-
posed MTHDedup scheme can effectively reduce the computation overhead of ciphertext generation and the storage
space of cryptographic keys. With the increase of the number of privilege sets, the performance advantage of MTH-

Dedup scheme is more obvious.

Keywords Hybrid cloud storage.Data deduplication, Merkle hash tree, Access control. Brute-force attacks
. 5T HCHE N 85k 5 AR oA ke B R AT A 38 A G I I R OT A
B A B/ MG il TN i A S ) B R LA R B
44 DI HER A TR N A P B e it T E R P 25 H AR A M I 90 90 MY AE i 23 T T L 4K T A S5O0 AN Bk
19 AR ) FAE Ak 2 18] R B2 0 B B A g LA R AR GEG I L TR AT HAE . TP S 7ESME
A2 RURE B R Y = A AR 55 SR 6 . AR IDC #4943 AR T o 7 R P o0 2 Bk X B AT I % LABT 1k Mk A
B 5 . 2020 45 4 BR (9 BOHR B BT A 3k 8] 44 2B, BEE H 25 I 5 R A 1 AR IO S AR AR T b A 4% 5 0 o 2 Rk

JUAE A RO B 48 U K T 2 A R S P R g AR e

FH H1:2018-08-08 iR fE H M. 2018-09-15
2014B070706007,2017B030307002) %t { .

m AES 1 DES) 2 B L AL fin 2% J& Bir 7= A= 59 %% 3C . L 2 F 5% A

AL ZEFE AKF RS EHH (61572144) . T~ & 4 #H53F %1 551 H (2013B091300009 ,

RAEEME (1993 —) . B A A, EEWFGEH 100 = 5 KBE L X BesE , E-mail : zhguipeng @ outlook. com; R F £ (1967 —), B, # &%, EE 5T
J5 18 R =i KRB L HERE R4 . E-mail : phchen@gdut. edu. enGEEEH) .



188 B N N = R

2018 4F

R 00 BOHR o SR AT — YO 8 AR 2 AR R ) B 8 S A A B IR 55
i ME LU S DG BOHE J2 75 A () AT JIG 32 1R AT TR S A I I

B X A% G0 0 95 Bk TG 1 X 9 SCHEAT T AT M R I Y ()
Douceur 2748 H T Yt 84 i %% 57 7% (Convergent Encryption,
CE) , Hrbvofin %% Hodia (%% B oy Ji i B0 80 28 77 05 A 13 53R 45 L
AR AR [R) 14 $ 45 G 68 15 20 AR 7] 19 %85 3, 3 R BH 28 U3 Tk e
Xt 5 SCHE AT E AR . B S P — SE AT O U R CE B
BEARALTARZS G ok LB L E L A B T CE Skt
Z R Y B R E ORI AR Y R, X Ty
SRR A 5% ) Yk BN i R L ) O o A - 2 4 )
M, R T R A HAR SRS  Bellare S50 BT — AR
4% 5 2 5 ——JH B B % (Message - Locked Encryp-
tion, MLE) , ¥4 W Mm% )34 MLE 19— A~4¢ 6], {2 MLE
HIE T OR3P B TR i A ] B0 4 i S48 . it 4, Bel-
lare Z04R T Dupless J7 %, 7€ MLE #Y L6l i 51 A
55 =07 WA IR S5 AR ok 7 AR R E AR A K AT B Y B e Ak R
AN TG DA R A7 R 1 4

ST AR P S A R L Bk ik A L AL
3 3 SO I 8 SO SR BRI B 58 B S0 Halevi 048 1 T
FIt A BGIE B (Proof of Ownership, POW) B4 & . LA E FH P 7F
WA b AR IR A6 SO R LR, 1T DL = ik 55 4% 30E BH A 30 A R
U SO ARZ DT RADIRAFAE B B S B RS . Ng %07
W SCHRYT R T POW By HE A&, {HL = 8 A i o 0 fr] sk 20> %5 4
B BLIF RS Y ) B, Blasco U R M T3 F A O IR AR Y
POW 28 J7 52, I 55 & 4 SCAF 43 R/ AR [A) 1 SR e, 9 3
S KT N Y bR 4 i S o T I T A B e B R A A RS B AR
AR BB P it AL — 5 B (AR 2 R B A RETIE B
FER S SN Y N N YR TR aE R I (EE SO &
PE Y2 AR, Yang S0 4R T 3R T RRAE B 1Y & P v
A R BR 7 % (ZK-DE) , Fi J7 6 1% 3 23 J5 4G 14 3C 44 3iF B
HSCPE B A B WA 218 5 IR 45 45 28 5L % ae A o itk 3 A o7 SC
PHE B4R IR 55 4%, JF HA 4 i 7 3 74X 305 n 8% 1) 65 41 4 &
T3 58 ORUE T BOHE A A 1 HL B I (B [ B 23 {45 2% P i 7R 4
R, T BEARE 5w i TH 5 745, Lin S5 2 1
TR T MLE 53 09 58 8 M o 11 J7 98 % 5 48 T TR A Sb
AR 55 45 » HL3E T SR 90R B S 2 H 5 00 I Bk &
B¢ AR AEAE S MLE B35 B im 5 f9 B b . Li 5520 821 T
—Bh SR DT S AR S S R AR AT A
S 18 5B 9 2 4 1 L A BN SO I RE B A R AR 19
FH P U 0] A8 25 b 2 R SO TE B B B R, AN SR B
PR B 2T R AT P BEAT T RS A

o T AV 2 TR RN SO T BRI R L R AR S IR S R U
R R R E RS, AR —FMREGSHIE T AT
Merkle W 7ir B (1 8046 %2 42 25 # J7 8 MTHDedup, 7 3CHT 2
TR ELETTHRWT -

DAFTRERENIREG = RERB DI AT 59148 2R
5 AR FIAL PR B R 55 4 B AR F R B T L | RHL o
et L E AR RUE T T BE RR S B A L BRAR T A
BRI

2) 38 3 A 3 Merkle M A B 8 £E B 25 25 4 AR IF A 1Y
B SCAR A AT O L A A g e T P9 RN IR T A R
BN Wt A — R R RRAR T B A R T TR

3) 7 5, SRR S RN B B 9 0 T AT 0K B L B2
B 09 25 T 2 = AL S T 3 AR U ] s ) ) e 4 R

ARSCER 2 AT A BFAS AR EE 3 R R G AL R AR
RURIZE 4 B AR 58 A W4T — Bh SCRR U7 0] 42 6 14 #5424
KERGH 5 T I B AT 22 1T 58 6 WA 48
IKF B S BLAE B i A AR T RIRT S HEAT B4 L R4S
R R B B 5 T 1

2 TW&EHIR

2.1 HSiEAA
SCHAR A S BB Nk 1 T,
x1 5 UH

Table 1 Symbolic description
%5 3k 9
F R AE
IRy KL
Py AP USRIRES
Pr Xt F IR E &
ROOT Merkle & # 89 R 3 5

mEEE U RAEBENEH K RAXD EhRN 0
i xt R Hy % X C

BELE URSBBEFENEH K REXCHENRN B
¥ X D

Encrypt(K,D)

Decrypt(K,C)

2.2  Merkle B8 % #

Merkle Wy 75 6 J2 — Fh 0 Ay Z SUME, 2l — AR A
— 2 v AT R — 2 SR 1 O e R
FUH P A ALIE B, Merkle WS 75 48 B0 735 85 B0 13
A AR T S 7w S R 5 W e A is
AP AR T 1] 13 218 5, fi 20K 159 B E — i AR 5 45,
BEEF Merkle Wy 7 A4 44 2 52 A% .

2.3 BHINERIR

B0y UE PR SRR 0% 5 0 S TR A SO P B R OE
i, B o S SO A sk R BE . —
B Oy TAE B IS AY B 0§ TIE W B BRI B8 IR Y B . P LB AT
Ao TE B 2 CHP A PO AR 4l A~ A DG B 0315 B IDCIH 7 44
BT AE) A BB 0 UE B S04 K TIE B R 3 45 B0 IR L B0 TIE 5
TEUE W 35 %2 32 (0 3F DA B0 , i HE 428 32 sl 4 . DT A0 58 T IE
B S I, B R SCER A T U 2 A AR A E B
B A 45 I A5 A B I S
2.4 FRENUERE X (POW)

A ASIE W B ik S — ol I A 2 CHD & P ) 006 TR
CRIAR 55 %) 2L [ 2 5 19 32 B 2058 s, 1 05 1 B ORIE B & 7 i
BB I AETE = AR5 2% o BCHE 09 97 A, LA B 1k et 38 2o 4
46 SUfF NI 55 & rh 3R 58 09 SO F . BB AT R AR
B UE 3 1 R 55 25 AR B S 2R AR I A Bk R R R R & S s oA
TR W SO BT A R % S AR I R AR ST AR R IE B A
28 IR 11 98 UE 5 L IR E W 5 7 S B SE I A 1% S0



511 3

TREENS 45 . —FR A 2 8 T 3T Merkle W& B 15U % & L E TR 189

3 |a)ER

3.1 REEE

AN AT G PR AE ) TR GRS R R 22 A g I R 1Y S
SCmE 1 R R R A 3 SRR P SR B A
il IR 55 4R 3 R SR LR A = IO TR = S K

RREERS B
yﬁﬁ' Q \’ HAE TSR
R
e
‘ $ExE
4
A Zirg,
‘ Wy
§Q§% ]
Q — YR
MR Al
BT ORAZERE M 4 5 T R S

Fig. 1 Secure data deduplication system model in hybrid

cloud environment
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