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Android Malware Detection with Multi-dimensional Sensitive Features
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Abstract The behavior semantics of applications play a key role in Android malware detection. In order to distinguish
the behavior semantics of applications, this paper presented suitable features and method for Android malware detec-
tion. This paper first defined the generalizdd-sensitive APIl,and emphasized to consider whether the trigger point of the
generalized-sensitive API is Ul-related as well as combined the really-used permission. The approach first abstracts the
generalized-sensitive API and their trigger points as the semantic feature, extracts the really-used permission as the syn-
tax feature,and then leverages machine learning-based classification method to automatically detect whether the applica-
tion is benign or malicious. Comparative experiments were conducted on 13226 samples. The experimental results show
that the proposed approach costs little time and the feature set is reasonable,and it can get good classification results.
Through the comparison of several machine learning-based techniques, Random Forest is chosen as the classification
method,and the results demanstrate that the accuracy achieves 96. 5% ,AUC reaches 0. 99,and a classification precision
of malware reaches 98. 8%.
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Table 2 Comparative results of different sensitive APIs
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Indicator Gl+G2+G3+P GI+G2+P Gl+P
Accuracy 96.5 95.1 92.9
P_Precision 98.8 97.4 97.0
P_Recall 94.5 93.3 89.5
P_FI1 96. 6 95.3 93.1
N_Precision 94.1 92.8 89.1
N_Recall 98.7 97.2 96.9
N_F1 96. 6 95.0 92.8
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Table 3 Comparative results of different feature sets

CHAE Y0

Indicator Gl1+G2+G3+P RP+API
Accuracy 96.5 94.5
P_Precision 98. 8 96. 0
P_Recall 94.5 93.4
P_F1 96. 6 94.7
N_Precision 94.1 92.8
N_Recall 98.7 95.7
N_F1 96. 6 94.2
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Table 4 Comparative results of different feature representations
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Indicator G+P G+P_C G+P_CS G+P_Dif
Accuracy 96.5 95.4 96.0 96. 3
P_Precision 98.8 97.0 98.0 98.6
P_Recall 94.5 94.1 94. 4 94.3
P_F1 96. 6 95.6 96. 2 96. 4
N_Precision 94. 1 93.6 94.0 93.9
N_Recall 98.7 96.7 97.9 98.5
N_F1 96. 6 95.1 95.9 96. 1
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Table 5 Comparative results between proposed method and Drebin
CHLfir %)

Drebin & X % #% +RF A XF %k +SVM
P_Recall 93.9 96. 2 94.8

Indicator
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