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Forward Security Anonymous Authentication Protocol Based on Group Signature for Vehicular Ad Hoc Network

YUE Xiao-han HUI Ming-heng WANG Xi-bo

(School of Information Science and Engineering, Shenyang University of Technology,Shenyang 110870, China)
Abstract Vehicular Ad Hoc network is widely used in improving traffic safety and efficiency. However, there is still a
problem of communication trust and user privacy protection. Many existing authentication protocols require that certi-
fiers download up-to-date revocation lists from remote center, which greatly increase the remote center’s workload. In
this paper,in order to solve these problems,a new authentication protocol based on group signature scheme was pro-
posed by combining the decentralized group model and the complete sub-tree method. In this protocol, the verifier can
verify a signature by getting the latest time, without having to obtain the latest revocation list, with forward security,ef-

fective revocation,anonymity,unforgeability,non-frameability and traceability.
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