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Novel Sanitization Approach for Indirect Dependencies in Provenance Graph
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(College of Electrical & Information Engineering,Shaanxi University of Science & Technology,Xi’an 710021,China)
Abstract Provenance sanitization is a new technology that aims at producing secure provenance views by hiding or re-
dacting sensitive nodes,edges or even indirect dependencies in a provenance graph. However, existing research works
mostly focus on sanitizing nodes,rarely on sanitizing edges.not on sanitizing indirect dependencies. To this end, this pa-
per first exemplified the motivations and analyzed the challenges of sanitizing indirect dependencies while keeping utility
of provenance views,and formally defined goals and constraints of sanitizing indirect dependencies. Second, this paper
proposed a novel mechanism for sanitizing indirect dependencies on the basis of the “Delete+ Repair” mechanism for di-
rect dependency in literature. The proposed mechanism includes both deletion rules and repairing rules. Deletion rules
specify what edges can be deleted for breaking all connected paths among two end nodes of a sensitive indirect depen-
dency while minimizing the sanitization cost. Repairing rules specify what uncertain dependencies can be added for im-
proving the utility of the sanitized provenance views harmed by applying deletion rules. Finally,a comprehensive saniti-
zation algorithm for sanitizing indirect dependency was implemented and experiments was conducted upon an online
open dataset. The experiments results show that the proposed approach can effectively sanitize indirect dependencies

while preserving utility of the sanitized provenance view.
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Fig. 1 Provenance graph of drug formulas
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Fig. 2 Example of sanitizing direct dependency
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Table 1 Repairing rules of indirect dependency
T(u) T(v) R EE B ZAN
At En T(pv)=Act addEdge(u, pv)

T(pv)=En addEdge(u, pav)
T(su)=Act addEdge(susv)
En Act
T(su)=En addEdge(sau.v)
T(su) =Act 1dEdge(s 0
TCpo) = Act ad dge(su, pv
T(su)=Act ddEdae( -
T(pv)=En addfagelu, pv
En En P
su)=En
ddEdge(su,
T(pv) =Act “ gelsurv)
T(su)=EFEn addEdge(u. pv) 5
T(pv)=En addEdge(su,v)
T(su)=Act addEdge(su,v)
T(pv) =Act addEdge(u, pv)
Act Act -
T(su)=En addEdge(u, pav) 5
T(pv)=En addEdge(sau,v)

BT woo ZIFAEN w B o IRE R, b et T
V—{En,Act} 75 55 n WG R HREALZE ne VI T(n) €
{En,Act}, po M pav 4358 T 4505 v M E LR T S ES

AT AT v T AR BB R 3T B BRI BT SR A
sussau 53 5@ T 8w 09 BB R SRS AW R w T TEE
Mg B H RIS RES T AES, TR RPN
EERERV NI =R ES 3=

WE 3 Fin, BERIEE PG W a, 5 e Z 047 1E UK 1)
B , 2 3 3o M B 5 8 AR pCas ver) EIT (e vay ) SEFRER
R TR AR 11 3 0k L A5 B B AL PV U

DIRIE T(w) =T(a,)=Act, T(v)=T(e;)=FEn,T(su) =
T(e)=En,T(pv)=T(a,)=Act, B3 1 A[ A, Al 1 3 i —
22Kk A1 Communication YA E I (a, »a, Mlézﬁﬁj" Moa 5
ao Z IR EPE T A er 5 e Z IR E N TEEL .

DR T =T(e;)=En,T(v)=T(a;)=Act, T(su)=
TCas)=Act, T(pv) =T(e;) =En, 5% 1 A] H1, n] i@ i3 35 in—

425 A1 Communication FI’\JXE%%L(@ ,a >1l4‘/§ﬁ'3" Hoay 5
e oo ZIAIMNE

ay 2 [B) Y e L T AT EHEEN L BE .

3 R AR B R

Fig. 3 Example of repairing indirect dependency
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5. subN(PV,w) / /3R u B B35 R T A 4R

6. preN(PV.v) //FREL v 1% L4 mr A 17 s 48

7. for each pi(u,v) €P(u,v) &&P(u,v) #0 do
8. temp=PG

9. minCost=MAX //#I G I/ MU

10.  for each (s;,t;> € p;(u,v) do

11. delEdge(temp,s;» ;) / /MR Cs; 5 1)
12. Py=sumPath(temp)

13. Costy =(P—Pg) /P

14. if minCost > Cost; then

15. minCost= Cost;

16, (sa0=C(s0) /AR
17. end if

18.  end for
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22.  for each pt& preN(t),ss € subN(s) do

23. if pt,ss ANFE P(u,v) I do
24. repairIndDep(PV,s,t,pt,ss)
25. end if

26. end for

27. end for

28. for each pv€& preN(v) ,su€ subN(u) do
29.  repairlndDep(PV,u,v,pv.su)
30. end for
31. return PV
32. end SID
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Table 2 Utility comparison of sanitization views

CHAT %)
Case U, U, 7
Animation 84.6 35.3 139.7
Nefs 86.5 63.3 36.8
Gene2life 89.6 65.4 37.5
Scoop 88.2 72.5 21.6
Nam-wrf 88.7 68.9 28.7
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