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Anomaly Detection Method of Mobile Terminal User Based on Location Information

LI Zhi MA Chun-lai MA Tao SHAN Hong
(College of Electronic Engineering, National University of Defense Technology, Hefei 230037, China)
Abstract Aiming at the problem of trajectory evolution and single-type of detection result in trajectory anomaly detec-
tion technology,an anomaly detection method was proposed for mobile terminal user based on location information,
which comprehensively utilizes the user historical behavior pattern, group structure information,and behavior of close
users. The method converts the location data into the spatio-temporal co-occurrence area(STCOA) , and further exca-
vates the user behavior pattern and extractes the user group structure information. On this basis,a multi-class anomaly
detection model was constructed by random forest method according to five abnormal characteristics of historical beha-
vior pattern anomaly,accompanying behavior pattern anomaly,STCOA behavior pattern anomaly,STCOA flow pattern
anomaly and group attribute of abnormal users. This model can identify individual anomaly,group anomaly, spatio-tem-
poral anomaly and event anomaly of mobile terminal users. Experiments on real data sets show that the proposed me-
thod can effectively identify the trajectory evolution behavior and detect various types of anomalies of mobile terminal

users. Compared with the similar methods, this method has higher recall rate and lower error rate.

Keywords Mobile terminal. Location data, Trajectory evolution, Abnormal feature, Abnormal classification
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Input:Current location data, Historical location data

Anomaly detection

Output: Abnormal type detection results
. Extracting Spatiotemporal co-occurrence area;
. Extracting user group information;
. For each user do

Mining user historical behavior pattern;

1

2

3

4

5.  Detection of Hb-Anomaly;
6. loop<~TRUE;

7. While(loop) do

8 loop<~FALSE;

9

For each user do

10. Detection of Ab-Anomaly;
11. Detection of Sb-Anomaly;
12. Detection of Sf-Anomaly;
13. Detection of Ga-Anomaly;

14. For each user do

15. Determination of abnormal type;

16. If (Existence of evolutionary abnormal behavior)
17. loop<~TRUE;

18. Updating Hb-Anomaly;

19. Return abnormal type;
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Table 1  Statistical information of datasets
Data Properties Values
Num. of taxicabs 14144
Tt-Data Num. of trips 165M
(2014.01.01—2014.12.31) Duration Chour) 36.5M
Distances (km) 5671M
Num. of stations 344
Bt-Data Num. of bikes 6811
(2014.01.01—2014.12.31) Num. of trips 8§M
Duration (hour) 1.9M
311-Data Num. of categories 12
(2013.05.26—2015.03.10) Num. of instances 2TM
Num. of nodes 79315
Rn-Data -
(2013) Num. of road segments 83655
Num. of regions 862
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(2014.10.31—2014.11.27) Num. of instances 9083
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Fig.5 Comparison of recall and error rate of abnormal detection

results between different methods
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