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Abstract In narrow band internet of things communication system,the data among devices are transmitted by connec-
tionless UDP protocol. Based on the unreliable UDP protocol,it is difficult to reliably update the keys for the security
door system. This paper designed a reliable key updating scheme over connectionless communication link. This scheme
makes use of the characteristics of smart lock key updating,and adopts the carefully designed interactive key transmis-
sion mechanisms,so as to make lock devices get keys by UDP protocol and achieve key updating reliably. Theoretical

analysis and prototype experiment results show that the proposed scheme holds small communication and computation

overhead while reliably updating the key.
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Fig. 1 System architecture of smart lock
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T %4 HORlHE LR S, v i) % BH T B DR B2 AUR e
B ARSCA B TSI TR, 1M ENE 248
Y ] FE W B 7 & (Reliable Security lock Key Update,
RSK U i 2o #5035 11 19 25 51 07 7 o e, A R 4 2% 40 T 7 ol 72
22 4] A Y [ B R R P RE S IE R R B, SR T kiR

R, S X TT T E A RO TSR E L T
W 2% 155 51 22 B 91 R R AR E 28 H1 B BB 3 2 . N T R D i
R, X5 1 R R AR TR 2 MR — %
217181 % 81 1T §E E # 7 %€ (Dynamic and Reliable Security
lock Key Update, DRSKU), 5 2 Fh 7 ZE 84600 1 #R 95 M9 25 1R
190 2 745 i 02 A R T L BE S D T B A5 A, IR T
4.2 REPEPTEEHFFIE

AR 5 1T SR AR 25 LA Y O SRR A DG4 S R 1
H, B LM X T4 i MR RERISL, B L% FH BN
ki, o M LM 06 m 4 AT B E B &AM SL Kk LTI
5% 1 LA 3T R 30 (Key_Pack £ 1) 5 SL, #5008 LM &5
15 BJG (bn, TR BB BEYWOLH) LM 75 H1EE SL, 7 2 1
BB H 58 B 00 B T SC L B BB on, = 1 RS T
. SL,; 1 & 2 B IAE B (Ack) 818 LM, bm; FR LM
WE] Ack 25 R, H L LM BERERT bm, = 0 XF B 1 %5 9 30k 17
FAl, RS AN R — R B AL 1R e OROIE A% — s B
il J5 fiE 8% v DB A FE L 78 X 45 18 B0 M o AL I S DL T . R
S ATRIG I EAL 1 ARG, ik, 8 e e K E
LB N o BRI E AL WL ST bm, = 1 07 AR REBE LM
RIEFINEHE IR (Key_Pack #2) , 401 5 8 R ECA B
3 Noa s bm; >0 BT 0 3 YR %5 51 5000 B B, 5 0 B 53 2
1B — {15 5T R RE AR AIE Key_Pack £ 2 —E ik ik, NI E
SL; 7E— BB )5 2S00 0 ks, 47 LM R R(E B .

1 S Ul

Table 1  Symbol descriptions
s W
P, FHEH R F
REFHAEHH K
K, FEE A UE B
N max PE B R K E R
Torop e 4% ot 22
Tw WE AR A B
Tgr & B} e
TKcyipackt 1 A4 E A E B R R A
T pck EVNR &S
Tkey Packs 2 LN RS Y &
BN HETRE LM E WA RE
BM LM 2 % 2| #5305 B0 A R &
bn; B ANEHFARFHUIGEHRELARE
bm; F-ANEHIRF IMEE WA AELEARE
T o HE-NEHEHH TN
T e T — A E R

W R LM K% by, JEELREME U 5 SL, fii A
ki, TR, A BB A S B R ICE] Ack T A E SL, K ICH]
Key_Pack# 1, N IgFE A, Z AW N SL, Z )5 KENER
F e G R, T SRR, LA B Y Ly

D TCie % 512 A B D) . LM il i SL, K% Ack K
AR B E SL, Al AT R 4

2)SL; it LM B & ik Key_Pack % 2 etk 5 J& 75 1f
H ki, Xl LM RESSDRIE U, A &G, 5 SL, (B £, 6
ZARFE— B0, R B 7 AE A 5 B0 #5 R8 4% 1 H I 8,

TR BRI RN 1R



140 B N N = R

2019 4F

EiE 1 ZATYUEAT TR 7 E RSKUO
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12 EHHATHEE 2, BEEE Rem
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1. if(result= =False) :

2. (N>=N,_.,):

3. return Ny, = N+ 1
4. else:
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6. else:

7. if(N <N, :
8. return N =N —1
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