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Bluetooth Key Agreement Scheme with Zero Secret Storage in Slave Device

LI Sen-sen HUANG Yi-cai YU Bin

(Information Engineering University, Zhengzhou 450001, China)
Abstract To solve the problem that the existing bluetooth pairing protocol is difficult to resist the man-in-the-middle
attacks and replication attacks.a bluetooth key agreement scheme with zero secret storage in slave device was proposed.
By using the Physical Unclonable Functions(PUF) , this scheme realized the mutual authentication and link key agree-
ment between the master device and the slave device through “three-time handshake” in the case that the slave device

need not store any secret parameters. Theoretical analysis and experimental results show that the proposed scheme not

only has high security,but also needs less communication,calculation and storage cost.
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Fig. 1 Bluetooth security enhancement architecture
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Table 6 Computation overhead
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Table 7 Storage overhead
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