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Location Anonymous Algorithm Based on User Collaboration under Distributed Structure
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(College of Computer and Information, Hohai University, Nanjing 210000, China)
Abstract With the increasing popularity of mobile terminals and the rapid development of communication technology,
location-based service applications have been widely used in people’s daily life. However, the users’ location information
is commonly privacy-related. Thus.how to preserve users’ privacy while guaranteeing the service quality has become a
hot issue in current research. An anonymous region constructing algorithm, through collaborating users,was proposed in
this paper. The anchor is randomly selected in the designed set.and the cooperative users can be discovered by broad-
casting hop-by-hop,until the anonymous demand is satisfied. During the collaboration responding process.the anchor-
centered anonymous region is formed based on the distance between the user and the anchor. The experimental results

show that the proposed algorithm is able to effectively resist collusion attacks and anonymous center attacks, mean-

while, the average area of anonymous region is greatly decreased.
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Fig. 2 Process of user selecting anchor
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9. BroadCast PEER_DISCOVER{ID,h,M. x,M. y, T}
10. if h=1
11 if p SEUCEAR R ) 8 0 S

12. AW I%IH B

13.  else

14. Reply PEER_DISCOVER{ID,distance, T} to r,
15. else

16. forall T;in T

17. BroadCast PEER_DISCOVER{ID,h,M. x,M. y, T}
18.  T<-TU{m R F* p}

19. h<h+1

20. end while

21.if [TI=k—1

22, S<{r, ) U{T i r, LK k—1 1)

23. else

24, BEARWGIIRT P BEARE 4 ¥ k

25.for all T, in T

26. R<-max(distance(M, T;))

27. end for

28. acreage<—m X R?

29. i acreage€ (Areay, s Area,,,)

30.  return S to 1,

31. else
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