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Bidirectional Anonymous Secret Communication Protocol Based on Onion Routing

ZHAO Meng-yao LI Xiao-yu

(School of Information Engineering,Zhengzhou University, Zhengzhou 450001, China)

Abstract In the network,the identity of communicators is an important privacy. Anonymous communications can hide
the sender and the recipient. Most of the research on anonymous communication is about the sender’s anonymity. There
is less research on the receiver’s anonymity and bidirectional anonymity. In onion routing system, onion path is con-
structed by using source routing protocol and layer by layer encryption. The message is forwarded through orderly tran-
sit nodes according to onion path,which hides the sender’s address, realizes the sender’s anonymity and effectively pre-
vents eavesdropping and traffic analysis. A new bidirectional anonymous secret communication protocol was proposed
based on onion routing in this paper. The onion path constructed by the sender contains all the nodes in the system.
Every hopping transfer node must judge whether the node is the receiver or not. If not.the message continues to be for-
warded,and else, the recipient receives the message and the forwarding terminates. The identity of the sender(receiver)
is not captured by the other party or any other user. Besides both sides of the communication,any transit node or intruder
can’t get the message. Therefore, the protocol achieves a two-way anonymous secret communication well. The anonymi-
ty of the receiver is realized without multicast, which effectively reduces the traffic in the system. The protocol is only
based on onion routing anonymity system and is relatively simple. The experimental results show that with the increase
of system users,the average response time and the average bidirectional communication time increase almost linearly,
which indicates that the system is still stable and robust in the case of a large number of users.

Keywords Bidirectional anonymity secret communication,Onion routing, Network security, RSA public key system
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Fig. 1 System architecture diagram
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1. WHILE(TRUE)
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3. WITCH(Command)
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5 break;
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7 break;
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9 break;
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11. break;

12.  CASE 5.% & #i
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16. END IF

17. break;

18. END FOR
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