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Abstract Certificateless public key cryptography has always been a hot topic in cryptography research, which solves
not only the problem of storing and managing certificates in the PKI (public key infrastructure) certificate cryptosystem
but also the key escrow problem in the identity-based cryptography system. Aiming at the problem that the traditional
certificateless digital signature scheme is susceptiable to the public key substitute attacks, the definition of traditional
certificateless digital signature was improved,and a short signature scheme based on the new definition was proposed. It
was proved that the scheme is secure under the difficult problem of Inv-CDH (inverse computational Diffie-Hellman)
and random oracle model,and the scheme was implemented. Finally,efficiency analysis and experiment comparison with

several classic schemes were carried out. The result shows that the scheme has low computational complexity and high

efficiency,and is suitable for application scenarios with weak computing capability and transmitting capability.
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Fig. 1 Process chart of signature forgery game
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