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Code Obfuscation Effectiveness Assessment Model Based on Nonlinear Fuzzy Matrices

SU Qing LIN Ze-ming LIN Zhi-yi HUANG Jian-feng

(School of Computers, Guangdong University of Technology,Guangzhou 510006, China)
Abstract In order to solve the problem of present code obfuscation assessment method for low level of the code obfus-
cation discrimination, this paper proposed a code obfuscation effectiveness assessment model based on nonlinear fuzzy
matrices(MNLFM) ,and gave a proof of several MNLFM’s features,such as assessing rationality s monotonicity, conti-
nuity, highlighting. MNLFM can obviously improve the current situation of poor distinction in the field of obfuscation
assessment. The model can be carried out by quantifying the assessment index parameters,determining the membership
functions and constructing the nonlinear fuzzy matrices. A test case suite of Java program was set up and several code
obfuscation technologies based on flatten control flow and opaque predicate were used to check the validation of the
model. And then it was compared with other code obfuscation assessment models. The experimental results verify that

MNLFM can compare the comprehensive complexity between the obfuscation codes and clearly distinguish the degree of
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different obfuscation algorithms for original code.

Keywords Code obfuscation assessment model, Nonlinear fuzzy matrices, Highlight, Code obfuscation algorithms
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assessment model based on nonlinear fuzzy matrices
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after code obfuscation
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