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Alert Processing Method Based on Hierarchical Clustering
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Abstract Aiming at the problem that there generally exist redundant alarms in intrusion detection system and it affects
the judgment of attack types,this paper processed an alert processing method based on improved hierarchical clustering,
so as to reduce redundant alarms and improve the accuracy of attack type detection. On the basis of hierarchical cluste-
ring , this method uses the content of alarm as the unique attribute value of cluster,increases the percentage of effective
alert with prior knowledge as the criteria for the selection of clustering thresholds,and improves the processing method
of directly discarding the class whose value is higher than threshold in conventional clustering. The improved method
uses the cosine similarity algorithm to calculate the representative alert above the threshold class, effectively avoiding
discarding useful alarms. After clustering through suitable thresholds,the deduplicated and clustered alarm results with-

in the time window are displayed in the order of the time axis to quickly determine the attacker’s attack type. The ex-

perimental results show that the improved clustering method has better deduplicated effect.
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Table 3 Alert set and ID for similarity calculation
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Fig. 12 Comparison of detection rate
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