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Abstract The cyber-physical system is prone to be attacked by the network attacker because of the application of em-
bedded system network in it,and the attacker may utilize the vulnerabilities in the software and communication compo-
nents to control the system,resulting in a system failure. The existing modeling methods of integrating safety and securi-
ty are built on traditional static fault trees,and don’t consider the characteristics of dynamic and temporal dependencies
of the software control system,so they can’t infer the final impacts caused by network attracts. In light of this, this pa-
per presented a modeling method of integrating safety and security of cyber-physical systems. Firstly.the Attack-SEFT's
model is proposed based on SEFTs model. On this basis,common vulnerabilities in the cyber physical system are pro-
posed, and various vulnerability patterns are modeled based on Attack-SEFTs. Secondly, the unified representation of

the Attack-SEFTs model is presented to support its analysis. Finally,a case study is described specially to show the

feasibi-lity of the proposed method.
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