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Network System Risk Assessment Model with Optimal Weights
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Abstract Network system risk is affected by many factors.and has strong time-varying and non-linear characteristics.
As a result,a single model cannot fully describe the characteristics of network system risk change. The traditional com-
bination model cannot accurately describe the contribution of each model on the final evaluation results for network sys-
tem risk by determining the weight of the model according to the network system risk assessment errors, causing the
poor accuracy of network system risk assessment. In order to improve the effect of network system risk assessment,a
network system risk assessment model with optimal weights was designed. Firstly,different models are used to evaluate
the network system risk {from different perspectives,and the prediction results of a single model is obtained. Then. the
network system risk assessment results of a single model are taken as an evidence body. According to the improved evi-
dence theory,the evidence body is fused,and then the final evaluation of network system risk is obtained. Finally, the
proposed method is compared with other network system risk assessment methods. The test results show that the model
can accurately evaluate the network system risk and reflect the changing characteristics of the network security situa-
tion. The evaluation accuracy is obviously better than other network system risk assessment methods,and more ideal
network system risk assessment results can be obtained.

Keywords Network security, Changing situation, Evidence body. Evaluation method. Neural network. Support vector
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Fig. 1 Index system of network system risk assessment
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Fig. 2 Network system risk assessment model with

reasonable weights
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Table 1  Simulation data of network system risk assessment
AHGAFTE  IEHAKE WX HFAKE
1 100 20
2 200 40
3 150 30
4 80 20
5 200 40
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Fig. 3 Comparison of accuracy rate of network system risk

assessment between proposed model and single model
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assessment among proposed model and other combined models
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