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Two-phase Image Steganalysis Algorithm Based on Artificial Bee Colony Algorithm
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Abstract In order to improve the detection accuracy of the image steganalysis, this paper proposed a two-phase image
steganalysis algorithm based on Artificial Bee Colony. In the first phase, steganography pattern detection algorithm
based on fuzzy theory is designed to discover steganography content of some known steganography algorithms. In the
second phase,dual features of regions and density of stego images are analyzed based on Artificial Bee Colony algo-
rithm,and the embedded content of unknown steganography algorithms is analyzed by dual features. Experimental re-
sults on the public steganography images show that the proposed algorithm performs high detection accuracy,and it has
desirable computational efficiency.
Keywords Artificial Bee Colony algorithm,Image steganalysis,Fuzzy theory.Adjacent pixels, Multi-feature analysis
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Fig. 1 Flow diagram of proposed steganographic detection algorithm
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Fig. 3 Train phase of ABC based steganalysis algorithm
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Table 4 Computational times of four steganalysis algorithms
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i it H R A 0. 66 0. 92 0. 36 0.39
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