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Encryption of Wireless Sensor Networks Based on Chaos and WEP
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Abstract Wireless sensor network is an open system which is easy to be monitored and disturbed. The CPU of sensor
nodes has limited computing speed,word length and storage space. It is impossible to execute the encryption algorithm
with high running cost like PC level. The encryption algorithm of wireless network such as WEP and THIP with low
running cost has been proved to have the problem of key strength and so on. This paper proposes an encryption protocol
based on the combination of WEP and chaotic sequence. By using chaotic sequence as a sub-key generation algorithm,
the key randomness can be improved by using chaotic sequence mapping without increasing the time complexity and
space complexity,avoiding the key duplication problem of WEP protocol and increasing the difficulty of deciphering.
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