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AB-ACCS Scheme for Revocation of Efficient Attributes in Cloud Storage Services
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Abstract In order to improve the security and efficiency of cloud storage access control (ACCS) .cloud storage service
technologies at home and abroad provide security support for authentication, user authorization, data integrityand en-
cryption methods, but they only use https in the communication process. The protocol encrypts the packet or re-encrypts
the data file by a third-party agency,resulting in data security risks in cross-domain sharing. In the encryption process,
there are some problems such as large computational overhead and low efficiency. In order to solve the above problems,
this paper proposed an AB-ACCS scheme for revocation of efficient attributes in cloud storage services. The solution
uses an improved CP-ABE for access control. Without referring to a third-party agency,the CSP performs ciphertext re-
encryption operations, which reduces the communication burden between authorities and users. At the same time,in or-
der to improve the efficiency of the program in access control,new file creation,new user authorization,attribute revoca-
tion,and file access process design are added to the control algorithm,and a lazy re-encryption technology is combined to
implement the proposed scheme. Experiment results verified that this scheme is effective and feasible in cloud storage
services,and it shows forward and backward two-way confidentiality in security analysis.
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