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Adaptive Testing Technology Based on Cognitive Diagnostic in Cybersecurity

QI Bin WANG Yu ZOU Hong-xia LI Ji-xing

(Department of Information,Space Engineering University, Beijing 101416, China)
Abstract To further effectively study the cybersecurity literacy of personnel and accurately diagnose the specific level
of personnel knowledge and skills, the paper developed adaptive cybersecurity testing technology based on multi-level
attributes scoring of cognitive diagnosis by combining psychometrics and computer testing technology. Firstly.a hierar-
chical cybersecurity knowledge model is designed for better adapting to the complex knowledge structure and verifying
the research. Then,the hierarchy of attribute is input based on polytomous scoring cognitive diagnosis model to imple-
ment comprehensive improvements. Accurate and efficient parameter estimation method and suitable selection strategy
are proposed to improve performance. The experimental results show that the adaptive cybersecurity testing technology

of multi-level attributes scoring improves the efficiency by 10.5% compared with the traditional multi-level scoring

model, which provides a reference to the research of computerized adaptive testing.
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Fig. 1 Personnel safety knowledge base model
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