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Abstract In the attribute-based encryption system (ABE), users can encrypt and decrypt information through their
own attributes,which is flexible and secure. Therefore, the system is widely used in secure data sharing solutions for
cloud storage. However,the standard ABE mechanism has a heavy computational overhead,it restricts the practical ap-
plication of ABE encryption and can’t satisfy the requirement that the data owner can dynamically and efficiently modi-
fy the user access authority. Aiming at the above problems, this paper proposed a full-outsourcing ciphertext policy at-
tribute-based encryption scheme supporting attribute revocation. By using computational outsourcing,the complex cal-
culations of key generation and encryption and decryption processes are handed over to cloud server to complete, redu-
cing computational overhead of the key generation center (KGC) and the user’s,and realizing the fine-grained revoca-
tion of user attributes through attribute key ciphertext updating. Finally, the efficiency and function of the proposed
scheme were analyzed theoretically. Theoretical analysis was conducted to evaluate efficiency and functions of the pro-
posed scheme. The results show that the proposed scheme has good security and high system efficiency.
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