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Abstract Vulnerability analysis method based on similarity matching is one of the most effective vulnerability analysis
methods. How to reduce the false positive rate without reducing the false negative rate.and increase the efficiency,are
the main goals to optimize the method. Aiming at these challenges, this paper proposed an optimization vulnerability
analysis framework based on similarity matching of program slices. In the framework. the methods of code slice.feature
extraction and vectorization based on vulnerable key points were studied. The core ideal of the framework is taking vul-
nerability semantic context slice of the vulnerability code as a reference to calculate the similarity between the slice of
the tested code and the vulnerable sample slice,and determining the likelihood of a vulnerability. This paper implemen-
ted this framework and validateed it with open source projects with known vulnerabilities. Compared with the existing
research, the vulnerability slice similarity framework has the ability to close describe the vulnerability context,and the
vulnerability discovery method based on similarity matching is optimized by the slice technique. The proposed
framework and method are verified to effectively reduce the false positive rate and false negative rate of vulnerabi-
lity discovery.
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Fig. 1 Vulnerability discovery framework based on similarity

matching of program slicing
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Fig. 2 Work flow of feature based program slicing
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2.10. 0 WA \LibTiff3. 8. 1 jii 4 Fil FFmpeg0. 6 M4, FEXT Lk
AL 7 i b %t IR R R S8 AN Joern & 3R G 55 1 1) FF 45 A iR
B EE  LAPPAG 7 TR 19 A 380k
4.2.1 ARG ) 5} oA

PN IR PN (N R ORI S R NN (3 T AW
WG], LUAR T M 3R . 5 Joern 83000 A 5 1 0T A R B0HR 2%
ARG AT AT S 1] 5 A6 T BEAT AR B LU X AR L, AR ST
FAr BT R4 1T BE A7 76 25 DL IE 55 M 1) 0B 250 b 04 15 B A7 B D)
o WO ACRS 7E £ 5 AR SR Ge U0 i e DL (9 AC R L 4 e
Pidgin, LibTiff, FFmpeg ® 43 & b 1. 5%, 2. 8% F1 5. 9%,
Iy 3.4 %0 R WHE T ORE BLE Lk i AR A5 R B IR TRT
P07 B A A

Dhttp://ediss. uni-goettingen. de/handle/11858/00-1735-0000-0023-9682-0.

? https://github. com/octopus-platform/joern.
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4.2.2 TR E T
R T 3R A AR R A A M 5 3 R R Y
JEE Sy 1 A 7 AR EE B E B 48 TOP-N 33 4 I o
B A2 B8 Ok 38 EBURE fBLJEE = 1 R B D BB 5 26 25 N A BT
Bk, Top-N fir 77k 2 i N R BN ESE N A NG 55 1 1)
Joke A M 35 M T vk . AERXRN T IR ST N AT LA
5 2R ) B U 4R 36 R R 4% . 7E CVE-2010-3429 (19 5256 o,
B AT 4 FFmpeg0. 6 RRAAE 4 4[R2 5 55 1k (35 e 55 P b
A A S5 B A Joern f % HL 45 SR A0SR 1 BESL T LR
ITE N BUNYAE LT 7R 3077 36 B R 308 e R AL T
Joern 77k, WEBH T SR HIAS SCAHE 28 76 55 /0 19 AH 0L 1 07 18 4 &
r BT IR B R L IR UE T O R I M

F 1 TIEE A M XTI
Table 1 Comparison of accuracy of experiment results
R 0D
Top-N KF &k Joern 7 #*
B N wRFE RS L& AR E
5 0.6 0.4 0.4 0.2
10 0.7 0.1 0.6 0
15 0.73 0 0.73 0
30 0.87 0 0.87 0

N T RREGIAYL A SR TG 58 1 & BB R T R
TN S B TR B FE AR 5 ¥k AN Joern 7 ik . P AALLPE LE X
4 457 I Xk G P 31 8 BRI TR S AN ) B9 < Joern U5 i ELHEAR LT
e s PR AR AR B B 0 2 B Y AR SR R APT IR R 5145 Sy
AR 5 T A D7 35 U 4R M T s i B s 4 T SCRY U0 R R APT
AT TR A R R B AR AR RRAE . R AT AR B D)
Fr BRI Sk kA R L R R B BRI T
S8 A A AR ST B SR AE Y A B L HE T AR T TOME S T R RS S
AT ER B G EGIT VIR AR T BN IT 4 L 02 5 B 5
R IR B BE Y 4 T BE R R 29 A T AR e B8 v A Y
(6] o PRI B AT DA Sy 3k Ao T 2 LA

ERIE RO 7RI TR VT B A i 55 1 BT
T ) TR A R A3 AT R L 4R TR TR I U) R RE AL BE DG T Y
Jfe s P A BRAE S, FF TR AN 38 T HE 28R 800 AR AE i B T
S Pl AL R T A5 Ty 1 S TR R R e R X LSRR B T
It B HE S8 AN 5 1 B A 01

17 A 2 2 SR S 0 ) R T S-S i - Y G o
BRSO 5 s U0 v U s B AROR T SURR U JE S A
SR S v SORR A 02 W A ST LR R . 53 b ARk T AL
AR B0 P B o L AMEL 2 Y 3 3R T T S 6 AN T3 R Y
Tk R S 7 JEMAL A R B B L Rl 5 ABLAS 2% 2] U ik
KT

2 % X M
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