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Network Traffic Anomaly Detection Based on Wavelet Analysis

DU Zhen MA Li-peng SUN Guo-zi

(School of Computer Science, Nanjing University of Posts and Telecommunications, Nanjing 210023, China)
Abstract High-quality feature extraction and anomaly detection of large-scale network traffic data is an important basis
for network forensics. The key research and implementation of this paper is the data processing and modeling library in
network forensics. A method of network traffic anomaly detection based on wavelet analysis was studied to detect pcap
files containing two different injection attacks. The study was implemented on the Windows system,and Python lan-
guage was used to complete the function code. First, the required training data from a large amount of data are extrac-
ted,then the features are extracted from trainning data by using wavelet analysis. Finally,the support vector machine is
used for classifier training. Thus, two types of anomaly traffic are identified from the mixed traffic containing normal
traffic and abnormal traffic. Qualitative and quantitative experimental results show that the method achieves good classi-

fication results,and can provide a way for the improvement of network forensics from the two perspectives of feature

extraction and classification analysis.
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Fig.1 Flow model of network forensics work

AR SCH R BEIE T ST M 4 BCUE T4 A B Ak B T
FESE T BB BRSSO IR

AR S N AR Y P A G B BRIV A DI AR A R 0 T 2%
TSR R S5 AR AR B0 T HTTP Uh LAY web Badi Bl , L
TR A peap IO AL % XSS Wi Ml SQL IEA XK. AT
A N7 I AR AR 2 T R AR R I Y web 8 B0 Th Y XSS Wi
M SQL T AK T .

R &Rk HE R peap SCIFIYIC R,

i3

H RSk 1 7).
F1 BRI

Table 1  Rescription of data structure
R E S U
sip JEIP M i
dip B & 1P 34k
time node BAE AL Kk

Bk EEEENEHID
URI 5 — K FEATRH

anomaly type

MY peap SCHEAFAETERUR R Y 6 N FBh, 545 %
H Ak i 45 F AT TR

X B T 1 v B B A RN ASE A AR Y ST, AR SCHR Y Y
B A 3 Tk MO R PR S ST R AR A 2 TR . A AR
e PRI K R AR TR,

BERESE

SVM A A I 2F

B2 B0 SE B A
Fig. 2 Flowchart of core implementation

(ORI S

DM peap SCAF

2) AR IC A58 B BT

3)¥ source ip,destination ip, time node A1 URI {4 IC fig
FAE

DOHEE H B R AT SR M B AT peap B
JEE B4 SC A v 3R U I 1 A 5

5) PRI B

WE 2 P, B9 S8 o™ A 0 &% B o E
X A [R) 80 40 128 ) T 6 i A T 9 I AR IBHT ofe L O 4 IR A A
B B AT %A I 1 R IR S5, T R OF 5, AL KO T 20 1 44
EFF . T HRIE] R 2 1R AT S W3t 0 R/NFI b
N XS AN B 1P RO )T 5 3 BBUREAE , AT AT LA — A~
SERE ALK T B 4 B 22 AR AT ) f . SRS KRR AE ) Ak A
SVM A s 4T 43 B de 2= >, I = S B 4 26 4% S
a2

[ 2 Hdg JE B R B 4 o AR AE SR BUR 43 25 88 4 2T AT 2
I 286 SBCUE H (9 T ZE R YT, AR AR AR B HCES 43 o AR SR B SRR AR
TN e AR AL AR Rl 5 7E 43 28 4% 57 2T B 43 R T SVML # J)
KopEas. B2 BB gk K K 22 i AR I8 Tl 25 B
B B S B TR 0 2 0 X S R AR AT A D A DUy Bt
F) B A 320 B SN SR By BEAE R] B A0 S T8k . AR5 K A5
B B R ) 56 AU G by B B rh kAT A3 2 U RIAT
3.1 INERHERETE
3L R RBE AN R T B

N 43 BT B R A AR T /N U oR B0 2R R B0 I — 1
5B RR B IR R RS TE Y /N U R B BEAT /NI A BT I BT R
TE 2B R RS, X T R — 15 45 J T 3, 25 AN TR 19
N RE RS ER ANEEZRIRK, ¥



180 R OB R

2019 4F

DB H /N sREICH 2 B, A8 ST SR B 9 J& Daubechies 1 /i
PR 8%, B Haar /N BRAR .

Haar BRBUE /N fr b e B BB — D B B
TEAE /NI PR A B R SR ¢ € [0, 1190 N Y BRAN SO 0%
FIFH Haar /)N o8 8O 5 5 BEAT /N I8 43 i - D305 08 08 45 19
MBEFR LR 3 By e Mok S8, b H.G R
J7 AR T R AR U A% R AR

— Cok

(R

> Gl — lZ

B3 /N R B

Fig. 3 Diagram of wavelet decomposition
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Table 3 Partial eigenvalues of postgresql injection attack sequence

ERas ERd, ERd, ERd, ERd, ERd “ o Y
99. 3779662 0.073471 0.173008 0.132587 0.160355 0.082611 649. 57 71.526114 0 1
99.3620277 0.257978 0.051503 0.112615 0.098089 0.117785 649. 60 71.541462 0 2
99. 3638390 0.073421 0.247511 0.104735 0.058947 0.151545 649. 63 71.556795 0 3
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99. 3351520 0.073371 0.172770 0.140886 0.072150 0.205667 649. 69 71.588255 0 5
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Table 4 Partial eigenvalues of sql server injection attack sequence

ERas ERd, ERd, ERd, ERd, ERd; “ o g e
99. 682658 0 0.105326 0.024766 0.167352 0.019894 671.74666 56.20625806 1 1
99.643259 0.072056571 0.035781 0.059124 0.158563 0.031213 671.79333 56.22608923 1 2
99. 608822 0 0.038792 0.148362 0.157950 0.046071 671.84000 56.24587442 1 3
99.579600 0.072053883 0.030973 0.119694 0.128430 0.069246 671.87333 56.25938212 1 4
99.555120 0 0.105310 0.116289 0.125980 0.097298 671.90666 56.27286669 1 5
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Table 5 Classification accuracy of SVM based on

8-dimensional features

SVM # & # cost gamma WA EHE MR EHE
linear — — 0.75 0.73
poly — — 0.75 0.76

sigmoid — — 0.51 0.46
RBF 0.1 0.5 0.83 0.81
RBF 1 0.5 0.88 0.86
RBF 10 0.5 0.92 0. 90
RBF 100 0.5 0.96 0.93
RBF 1000 0.5 0.99 0.94
RBF 10000 0.5 0.99 0.93
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Table 6 Average classification accuracy
SVM ¥ & % %% FHEE K& E
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Table 7 Performance comparison under different wavelet functions

&R WHEFHEE WXEFHHE
Daubechiesl 0.92 0.89
Coiflets] 0. 89 0.86
Discrete Meyer 0.91 0.88
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