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Abstract The competition between digital data forensic and anti-forensic is upgrading day by day. Data encryption is an
important research field in anti-forensic technology. In order to have the lead in the competition, this paper mainly studied
LED cryptosystem widely used in 10T field. Through analyzing encryption and decryption process of LED algorithm.in-
tegral fault analysis was introduced to test security attribute of LED algorithm,and a method of breaking LED crypto-
system was proposed by integral fault analysis attacking. Integral fault analysis mainly uses difference between cipher-
text outputted by normal encryption of the same plaintext and ciphertext generated after injection failures. The attackers
induce random errors in some rounds of the encryption,and thus obtain faulty ciphertexts. By constructing an integral
distinguisher, the attackers can recover the value of the last subkey. Then they can decrypt the right ciphertext to obtain
the input of the last round,which is the output of the penultimate round. At last, they repeat the above procedure to in-
duce more faults until the secret key is obtained by the key schedule. Then through mathematical proof and experimental
proof from accuracy,reliability and time latency, this paper drew the conclusion that integral fault analysis attacking can
break LED cryptosystem by constructing a three-round fault distinguisher in a half byte-oriented fault model. This at-

tacking method can provide more reference of AES-like lightweight cryptosystems.

Keywords Integral fault analysis,Digital data forensic, Anti-forensic
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Fig. 2 Attacking paths of integral fault analysis in the last 5 rounds
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Table 1 Accuracy of recovered subkey based on RMSE

dAH E1H H2H B34 %44 K54 K64

Gy 63.85 15.92 4.13 1.01 0.19 0
Gy 63. 86 16. 00 4.12 1. 20 0.32 0
Gy 63. 84 15.93 4.27 1.16 0.31 0
Gy 63.83 16.03 4.46 1.16 0.35 0
Gy 63. 86 15.89 4.28 1.17 0.27 0
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Table 2 Reliability of subkey recovery

R %)
R OHE1HE H2d H34 H44 %54 Ho64
Gi 0 0 0 42.0 96.5 100
Go 0 0 0 37.0 90.0 100
Gs 0 0 0 30.0 91.5 100
Gy 0 0 0 37.5 90.5 100
Gs 0 0 0 37.0 93.0 100
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