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Embedded Software Reliability Model and Evaluation Method Combining AADL and Z
LIMi ZHUANG Yi HU Xin-wen

(College of Computer Science and Technology,Nanjing University of Aeronautics and Astronautics, Nanjing 211106 ,China)
Abstract In the early stage of embedded software development,a reliability model is established for it to discover prob-
lems in software design as early as possible. thereby saving embedded software development costs. AADL establishes
software reliability model from two aspects of software structure and fault propagation. However, the semi-formal na-
ture of AADL makes it difficult to analyze and verify the non-functional attributes such as reliability and security. The
formal specification language Z language has a strong logical description ability and can accurately express various con-
straints in the software, which makes the reliability model based on the Z language well rigorously analyzed and veri-
fied. Therefore, considering the characteristics of AADL and Z,an embedded software reliability model combined with Z
and AADL (ZARM) was proposed. The modeling methods of ZARM fault model, structure model and behavior model
were given,and the data constraints related to reliability were described in the predicate. Based on the ZARM model,a
probabilistic DTMC-based reliability evaluation method was proposed to quantitatively evaluate and analyze the ZARM
model. Finally,the process of reliability modeling using ZARM model was described by a flight management system
(FMS) ,and the reliability evaluation was carried out by using the proposed evaluation method. The comparison between

the evaluation results and the reference [19] results shows the correctness and effectiveness of the proposed method.
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EX 1 ZARM HREA AL 1M 28 BUA BB A% 1 5 2 B
PropagationType. # %2 ErrorType FIHE R 4 4 25 Dis-
tributionType, H "', PropagationType fJ #f incoming., out-
going W AP i B A% 1% 5. 258 s Error Type 4% ServiceError, Ti-
mingRelatedError, ValueError, ReplicationError 4 F i & &
# ; DistributionType 14 4% Fixed, Poisson. Exponential, Nor-
mal,Gauss, Weibull 55 Binominal 7 F i 253 7 J$ %, ZARM
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(stateName) State

isInitial :N

isArrive N

isInitial € {0,1)}

isArrive€ {0,1}
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(eventName) ErrorEvent

Occurrence: R

distribution Ty pe: Distribution Ty pe

isEventOccur:N

Occurrence= 0..1

isEventOccur€ {0,1)
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Fig. 2 AADL architecture of FMS
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IR Failed) FIF AR 25 5% % ¢ & (FailEvent § 2 Normal [
Failed # # . RestartEvent % #{ Failed [f] Normal %% ). 7£
NSP ) g5 BRI, 5 SCT — AN A B T get Fl— A 2
M send, 344 send 15 B B A% 1 4 o, B send )2 K
5 £4 7% 4 4% NSPtoINav (1 J5 20 1 .

5 NSP ) AADL BRI EE N7 2L, 7T LIS FMS Ho4 5 A4
LR ST AADL BRI, 44 28 A Y T 5 v A 56 S 808 8
1A AP AR B Poisson. WREAE 4% S B %
HANE 2 fra,
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Table 1 Reliability parameters of FMS component

s S 1 M % =4 %
NSP GP FPP
. 0.0005 .. 0.0005 X 0. 0002
FailEvent FailEvent FailEvent
NSP GP FPP o1
RestartEvent RestartEvent RestartEvent ’
INav APC PIO _
. 0.001 . 0.001 . 0.0005
FailEvent FailEvent FailEvent
INav APC PIO
0.1 0.1 0.1
RestartEvent RestartEvent RestartEvent

# 2 FMS 44 50 BE AL 4% 1 7T 5 1 S 50

Table 2 Reliability parameters of FMS component fault propagation

%48 % 17 15 ik 1 %
NSPtoINav 0.80 APCtoFPP 0.65
INavtoGP 0.75 GPtoP1O 0.72
INavtoAPC 0.75 INavtoP1O 0.75
GPtoFPP 0.70 FPPtoP10 0.50

4.3 ZARM R E B # S
LA NSP B9 ZARM % 57 2 ] K 78 ZARM A5 5 1 2 57
S AR LR B NSP ) AADL BRI TR
error behavior simple
event
FailEvent:error event;
RestartEvent: repair event;
states
Normal:initial state;
Failed: state;
transitions
Fail Transition: Normal — [ FailEvent | — >TFailed;
RestartTransition; Failed— [ RestartEvent ] — =>Normal ;
properties
EMV?2::OccurrenceDistribution =>>
[ProbabilityValue =>>5.0X 10" *; Distribution = > Poisson; ]
applies to FailEvent;
EMV2::OccurrenceDistribution ==
[ProbabilityValue =>>1.0X 10! ; Distribution = > Poisson; ]
applies to RestartEvent;
end behavior
device NSP
features
get:in data port;
send:out data port;
annex EMV2{ *
use types ErrorModelLibrary;
use behavior autopiolt::simple;
error propagations

send:out propagation {BadValue} ;

flows
NSPtoINav:error source send {BadValue} ;
end porpagations;
component error behavior
transitions
BadValueTransition:
Normal—[ gent]— >Failed;
propagations
Failed—[]—> send{BadValue} ;
end component;

* %}

end NSP;

e AT AR BN 3 s (1 NSP RS R 18

FailEvent

RestartEvent

3 NSP fREH R

Fig. 3 State transition diagram of NSP
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MBS T LA H NSP B A P AR BV IE # IR 2 (Nor-
maD) IR ZCRAS (Failed) s KL . LL NSP 19428 & A 4] #E 47
ZARM W AR RS 28 1) LIt ] . Ao KR .

NormalState

isInitial : N

isArrive: N

isInitial = 1

isArrive = 1

FailedState

isInitial : N

isArrive: N

isInitial=0

isArrive = 0

() B A ErrorEvent

MNP 3 AT LA HY L NSP A e B 45 50 B 19 A e B ) 2%
A FailEvent M EJ5 {4 RestartEvent. B 454 AADL #i
TR e (R A 2 T A P B LI

FailEvent

Occurrence: R

distributionType: DistributionType

isEventOccur:N

Occurrence=5.0Xx10""

distributionType = Poisson

isEventOccur=0

RestartEvent

Occurrence :R

distribution Ty pe: Distribution Ty pe

isEventOccur :N

Occurrence= 1.0X10""

distributionType= Poisson

isEventOccur=0

(3) Wit 4 13 Epp
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TE NSP 9 AADL BERY w31 — 2% I A% 4% il 3
BB 2 A~ BB % % 5, 0 NSP i di 2 1 send B E O —
A~ outgoing &AL Y B A% 1 51, 15 Z T Y incoming 28 B
BB A% B 5 R INav 5088 80 A 4 10 getINav, H K E X
wr.

sendOutEpp

propagationType: PropagationType

Occurrence :R

isEppOccur:N

propagationType=outgoing

Occurrence=0. 8

isEppOccur=0

getINavInEpp

propagationType: PropagationType

Occurrence :R

isEppOccur:N

propagationType=incoming

Occurrence=0. 8

isEppOccur=0
4.4 7ZARM FHERIME L

(DAMFILE CE

M NSP 1) AADL # BV AT LU Y, NSP 43 & W 4> port 28
R AFTC R o 5 e B A8 A B 0 get FIECHR AL 1 £2 1
send, I H send Fl—~ outgoing & B il ik AL 4% S 8 . B
R E LT

getInCE

element Type:EleType

occurEpp:F Epp

element Type= Port

sendOutCE

element Type:EleType

occurEpp:F Epp

element Type= Port

occurEpp={sendOutEpp}

HoA, sendOwrEpp B AR A v 52 LAY outgoing 28 R Y ik
R A% 475 A5

A Com

2 NSP @& LRWAAM TR B E AR AR
% Normal fl Failed, MRS XA & isArrive E N 1 £
ARG TR E BN isArrive g 0, B E LINF,

NSPCom

EgetInCE

BsendOutCE

ANormalState

AFailedState

NormalState. isArrive=1

FailedState. isArrive=0
4.5 ZARM {TARBMET

ZARM AT #5070 41 i 20 1 A IR 25 e A% A0 I s £ 2 1R 22
) B L 7 . A SCAR AR NSP 0k e 2 | 85 4 461 70 K 18] 3 i 7w
RS FE AR 1] L 25 1 NSP AT AL . Bk LT,

(DHMIRE ¥ CSTransition
MR = FailEvent & A B, NSP 9k 25 2 i Normal
A 3 Failed; X &35 1 RestarEventt & A4 i, NSP #R Z&5
2xf Failed 7k & 3| Normal, HAkE XWT,
NSPNtoFCST
sState: State
tState: State
FailEvent
sState= NormalState
tState= FailedState
if FailEvent. isEventOccur=1 then
sState' . isArrive=0
tState'. isArrive =1
NSPFtwoNCST
sState: State
tState: State
RestartEvent
sState= FailedState
tState= NormalState
if RestartEvent. isEventOccur=1 then
sState'. isArrive=0
tState'. isArrive=1
(2) B AL FE I Flow
NSP ) AADL #2845 ST — % B BE 1% 4% i NSPeol-
Nav, KR NSP [i] INav 28 . {1 ZARM #i e f% 1%
i Flow By HME LWF .
NSPtoINavFlow
sEpp=sendOutEpp
tEpp=getINavInEpp
(WAL 4R EP
% K NSP # sendOutEpp £ 1 ik & % % 7 NSProl-
NavFlow £#% %) INav ) getINavInEpp, fli ¥4 INav 4§ N
Failed ARZ . B ST .
NSPtoINavEP
NSPCom
AINavCom
ANSPtoINavFlow
if NSPCom. Failed. isArrive=1 or
NSPtoINavFlow. sEpp. isEppOccur=1 then
NSPtoINavFlow. sEpp. isEppOccur=1
NSPtoINavFlow. tEpp. isEppOccur=1
INavCom. Failed. isArrive=1
INavCom. Normal. isArrive=0
Z b, B 4454 FMS iy NSP 4 {F % ZARM f e B4
B R R B FNAT 1 A R VAT T U0
4.6 ZARM T E i g2
58K LA NSP Ay 81l 4 i W ZARM A6 (9 97 A% 3 # . i ok
HITE ) ZARM (B f . © 22 0y FMS #5717 ZARM #i 5,
MNSP ) ZARM B8R rp 8 ] 52 4% £5 8L, O NSP # 57 DT-
MC # % ,DTMC=(Sy,S,, »A, T, , Hrr .
(1)Sy = { Normal,Failed} ;
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(2)S,, = Normal;
1—0.0005

0. 0005
(3)A:[ ];
0.1

1—0.1
4) T, = {( J Normal, Normal), ( Normal, Failed) ,

(Failed ,Failed) ,(Failed , Normal) } ;
% NSP Hg?ﬂﬁé*%%%%ﬁj‘j P, :[1,0],3{%‘ P, Ej A 'ft/\
KB, AR R,

1—0.0005 0.00054"
[1,0] [ = Papie
0.1 1—0.1
1—0.0005 0.0005
P [ ] =P
0.1 1—0.1

FIFH MATLAB SR fff I3k 7 & nl 45 .

P =[0.9950248,0.0049754]
HI NSP 19 8] &7 & 0. 995024 8, | JH 7] B 4 J5 2= 7] LA ok 15
FMS H Al py al Sk, a3k 3 frdil .

# 3 FMS & A0 Ed

Table 3 Reliability of FMS components

4 EEXACSS) EEX:IGS TR
NSP 0.9950248 0.9950249
INav 0.9822576 0.9822720
GP 0.9763785 0.9763780
APC 0.9725823 0.9725944
FPP 0.9512731 0.9512654
PIO 0.9309105 0.9310102
SYSTEM 0.9309105 0.9310102

JNFE 3 0 AT S M PE Al X L &5 ST DLE SR AR ST 4R
ZARM BERLFITTAR 75 H: 45 20 09 AT 58 M e T4k 45 5 5 Sk [19]
BN &5 51 o3B30 UE BT AR 30O VA I A 1 A o .

1 SCHRL19TH L il AADL A Sy S 3 57 ] 5 AR R 2
Ji » T B HAL N T SCBE ML Petri S b 47 AT 5 MR EA L i X
A e R R B 2 T B 5T A R IR 2 (] B A B B L %
e B P RS EBIME B R, X TASCH ZARM,
ST Z 5 AN 6 H AT i 4 L R A% A AS ST T A T vk E
FETTSE MDA 48 & TITAGROR AL TITAG A2, X3t T
ARICHY ZARM #5550 B f f 1k

GERIE A SCE A S A SR TS A I A )
MR T —Fri A U B ZARM, 45 1T A0 35 B
W ZER R 54T RN ZARM AR Sk E L. B AN
Hh 5 A 3 — AR 0 1 AR R X ZARM R (1 i
AT T BB . TTLURE B A SCE L ZARM AT L 34
WL A% % o R A 25 28 00 2w ST I B 29 B TRRN T L
A T AR A 7E 7T P 2 OB 2 5 T R 2 . 7 ZARM
R FE Ay b, AR SCHR T 3 F DTMC B9 ZARM £ 5 7] 48
PE AR 7 32, DX ik A 2P 0 R S AT R R PR A RN 4 AT

AR SCHRE Y ZARM HERR T sl A7 @, BRIk e
A1) AADL B AR B, Bk, AT 8o TIEBTE
W58 AADL #ERIE] ZARM 5 A8 1) [ 2 5% e L, 6045 75 Fh
TR 2 ] ) T g 0 0 R e 3 T LB SR, LS 40 B AADL
W5 FIVE RN ZARM B i v ™ 38
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