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Abstract With the development of industrial Internet, smart agriculture, smart home and other fields, wireless sensor
networks (WSN) have been more widely used. However, its security issues have become prominent. Aiming at the
problems of the vulnerability to failure as well as the limited capacity of energy and computational storage of sensor
nodes in the wireless sensor networks (WSN) , this paper constructed a two-way identity authentication protocol based
on state information between base station and sensor nodes,which can ensure safety while meeting the requirements of
lightweight and low cost of wireless sensor networks. First,the protocol authenticates the trusted situation of the plat-
form based on the trusted network connection in the node access phase, verifies the trusted condition of the node and
implements its encrypted registration. Then,during the operation phase,the transmission process of the important data
is protected by the two-way authentication process of the data,and the status and reliability of the sensor nodes are con-
firmed by the timing update authentication. Meanwhile, the protocol allows the base station to periodically detect the
running state information of the node, which is used for authentication to further enhance the protocol security,and to

timely monitor the physical damage of the node. The proposed protocol reduces the communication process of the au-
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thentication process,while the introduced alarm message can enhance the troubleshooting capability,and the serial space

model is used to formally analyze the protocol, proving the security of the protocol. Finally, the experimental results

show that under a reasonable safety condition, the designed two-way identity authentication protocol has a good network

scalability,and the increased delay time of sending data is within an acceptable range. The solution can enhance network

access security and effectively defend against attacks from the inside node system,having good application value.
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