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Double Cycle Graph Based Fraud Review Detection Algorithm

CHEN Jin-yin HUANG Guo-han WU Yang-yang JIA Cheng-yu

(College of Information Engineering,Zhejiang University of Technology, Hangzhou 310023, China)
Abstract Because online reviews of stores can provide customers with a lot of valuable information and greatly affect
the credibility of stores,a large number of spam reviews are emerged to disturb the order of market for pro-fit. Many
stores or individuals deliberately flatter or denigrate certain stores through fake reviews to achieve their profit objec-
tives. Thus an efficient fraud review detection algorithm is crucial. This paper built a graph filter based on the relation-
ships among users, comments and stores,and obtained the reliability of users, comments and stores through iterative
calculation,so as to find fake reviews. Three key questions are brought up:to get more reliable reliability of users,com-
ments and stores,to identily the real reviews effectively.and to detect fake reviews and spammers effectively. In order to
improve the reliability of users,comments and stores,a double cycle graph based detection algorithm was proposed to
obtain reliable users,comments and stores. In order to find fake reviews and spammers effectively, this paper designed a
novel weighted graph filter, through the combination of reliability and obtain reliable,and put forward double cycle filte-
ring detection algorithm. The proposed detection algorithm is applied to Yelp datasets for experiments and proved effi-

ciently in detection of spammers and identifies real reviews.
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Fig. 6 Real review rate in TopK for review ranking
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Table 4 Spammer screening rate in BottomK for user ranking

5% 100 200 300 400 500 600 700 800 900 1000

F 0 0 0.0001 0.0003  0.0005  0.0005  0.0006  0.0009  0.0012  0.0017

w 0.0027  0.0054  0.0087  0.0121 0.0152  0.0196  0.0271 0.0324  0.0353  0.0397

YelpChi R 0.0043  0.0081  0.0125  0.0171  0.0221 0.0265  0.0339  0.0428  0.0557  0.0686
T 0.0043  0.0089  0.0141 0.018 0.0234  0.0275  0.0309  0.0385  0.0497  0.0627

T&R  0.0031 0.0076  0.0112  0.0165  0.0208  0.0261  0.0349  0.0478  0.0607  0.0737

F 0.0001 0.0003  0.0007  0.0008  0.0009  0.0011 0.0012  0.0013  0.0014  0.0016

w 0.0011 0.0022  0.0030  0.0039  0.0045  0.0049  0.0054  0.0065  0.0074  0.0079

YelpNYC R 0.0011 0.0019  0.0024  0.0035  0.0057 0.006 0.0069  0.0086  0.0094  0.0103
T 0.0011 0.002 0.0029  0.0043  0.0053  0.0064 0. 008 0.009 1 0.0100  0.0107

T&R  0.0012  0.0029  0.0030  0.0035  0.0057 0. 006 0.0069  0.0086  0.0094  0.0103

F 0 0 0.0001 0.0002  0.0002  0.0003  0.0004  0.0006  0.0006  0.0006

w 0.0004  0.0008  0.0013  0.0017  0.0022  0.0026  0.0031 0.0035 0.004 0.0046

YelpZip R 0.0006  0.0009  0.0014  0.0023  0.0025  0.0031  0.0038  0.0041 0.0047  0.0053
T 0.0005  0.0012  0.0018  0.0023  0.0031 0. 004 0.0043  0.0048  0.0055  0.0061

T&R  0.0006  0.0009  0.0014  0.0024  0.0025  0.0031  0.0038  0.0041 0.0047  0.0054
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Fig. 7 Spammer screening rate in BottomK for user ranking
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Fig. 8 Convergence velocity analysis
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AUC 4 % = HRAH
0.5661 3 4 5 6 7
AUC 0.5577 0.5573  0.5551 0.5252 0.5
5 A et
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et ’
A A A =/ % —1.5 —1.6 —1.9 —7.2  —1L..7
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5 Akl
=1 ) —0.0042 —0.0001 0 —0.0053 —0.0123
Hy 2 14
MR/ % —0.7  —0.01 0 —0.9 —2.2
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