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Probabilistic Graphical Model Based Approach for Bank Telecommunication Fraud Detection
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Abstract Over the past few years,telecommunication fraud has caused enormous economic losses for bank users. Exis-
ting detection methods firstly extract statistical features,such as REFM (Recency, Frequency, Monetary Value) of user
transactions,and then use supervised learning algorithms to detect fraud transactions or fraud accounts through training
classifiers. However,the RFM features don’t make use of the network structure of the transaction network. This paper
designed a pairwise markov random field to capture the characteristics of the network structure in telecommunication
fraud. Then,it exploited a linear loopy beliel propagation algorithm to estimate the posterior probability distribution and
predict the label of an account. Finally.it compared the proposed method with CIA and SybilRank on both synthetic

dataset and real-world dataset. The results show that the proposed method outperforms other methods and can improve

the Fl-score of the RFM features based method.
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Fig. 3 Effect of number of noise labels on performance of algorithms
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Fig. 4 Effect of number of normal labels on performance of

algorithms with ratio of noise is fixed to 1%
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Fig.5 Effect of number of normal labels on performance of

algorithms with ratio of noise is fixed to 5%
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Fig. 6 Effect of number of normal labels on performance of
algorithms when average degree in network is 6.7

and percentage of noise is 1%
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Table 2 Basic information of data provided by bank
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Table 3 Experimental results on real-world dataset

&% Precision Recall Fl-score
LightGBM 0.748 0.374 0.499
MRF 0.979 0.479 0.643
SybilRank 0.0559 0.974 0.106
CIA 0.937 0.478 0.633
LightGBM+ MRF 0. 685 0.679 0.682
LightGBM+ CIA 0.315 0.679 0.430
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