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Role Matching Access Control Model for Distributed Workflow

HE Si-yuan OU Bo LIAO Xin

(College of Computer Science and Electronic Engineering, Hunan University, Changsha 410082, China)
Abstract In the distributed workflow.it is required to assign the users with appropriate roles for the security concerns.
This paper proposed a role matching access control model under distributed workflow environment to address the opti-
mal role matching problem for a given authorization. According to different tasks of workflow.the model can find a set
or multiple sets of roles with relevant executive authority from the system role,and then optimize the role matching by
considering the reference environment, time constraints and the inheritance relationship among the roles. The experi-

mental results show that the model can eliminate redundant roles,and assign a set of minimum set of roles for users,

thus achieving the role matching optimization.
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1. Initialize TempR=Q//Fi 4 #48 F 2009150 £ 04 4

2. Initialize I-Her=0;

3. R=TreeNode(T)://R ZACJZRKEFR T P T A (L 5E

4. Foreach r€ R Do

5. U r FAEBE OC TR/ /WA 25 R SR AL X &R

6. I-Her; = BranchTreeNode (T, r) 5 / /% tH A1 £ 0 AR Y 5 19

R

7. R=R—I-Her;;

8. Return I-Her.
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Bt S BRI SE TR 0 T T OR A 4k R OC R I FEHE T-Her

1. Initialize RoleSet=Q;

2. I-Her=NodeSet(T); //5 k1

3. Foreach TH € 2" Do //TH & I-Her [ 54 2" il — A~ F 4

X B fA (4 Get_RoleSet (T,

4. M (JTH| == 1) then //@2R TH P HYTTRANEH 1

5. RoleSet = RoleSet U TH;//48 % 7¢ £ 1E b — 4~ F &£ m A
RoleSet

6. Else if 54 TH 0% ffi € 1] £7 76 4k 7K B 12

7. IH = 2" —1H;

8. Else RoleSet=RoleSet U IH;

9. Return RoleSet.
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1. Initialize RM_Set=0);

2. I-Her=NodeSet (T) 3/ /51 1

3. RoleSet=Get_RoleSet (T, I-Her) ; //Fi 1k 2

4. Foreach RS € 285t Do // RS & RoleSet fy FE 4 2Rl

1) then //4n3f RS FHAYITCHE AN 1

Foreach r' € RS Do
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5. M (|RS| ==

6

7 yi// ZTAEIMA RM_Set

8. Else RM_Set=RM_SetUBRS;

9. Return RM_Set.
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Bt R Au(R, ) =Per BERAEES R, //Au(R;HFEIR RS BIFUR

1. Initialize Rr* = @;

. Initialize RM=Q;

. I-Her= NodeSet(T) ; / /5 1

. RM_Set=RM_ComRoleSet(T,I-Her) ; / /5% 3

. Foreach R* in RM_Set

If Au(R*)=Per
RM=RMUR" ;

.min= || R* () || ;//BHH—
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9. Foreach R (1) in RM

10. If Env(R"()) € Envy; & & Tim(R*()) € Tim,
1. IR*D | <min;

12. R =R’ UR*(D;

13. Return R, .
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Fig. 3 Access control process of RMT-RBAC model
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Table 2 Roles combinations for different states and permissions

AR H I AEUETF I rli=1,2, 0}
HE A& RE-S /N — f % 4 (MUR) # & I & (RM)
1 I, Lk3k 1 {1} {1}
2 IV 2,3 {2} {2}
3 T,k 3.4.,6 (3,8} ,{4.,6},{3,4} (3,8}
1 I,k 2,5,8,13 (2,7.12,13}.{2.8.,12.13} {2.8.12.13}
5 T T3 6,7,10,12,14 (8,9,10,11} (8,9,10,11}
6 AR B 3,4,6,8,12,13 {(2.4,11,12},{3,4,11,12},(3.8,11,12} (3.4,11.12}
7 TH L T 2,4,5.7,8,12,14 {(2.3.9,11}.{2.4.9,11) (2,3,9,11}
8 AT IE 1—4,6,8—10 {1,2,4,10,12} *
9 T T3 2—4,6,7,9—11,13 (2,4,5,13) %
10 AR B 1.2,5—7,10—14 (1,2,5,8,11} *
11 I k3 1.3—6,8—10,12—14  {1,3,4,10,11,12},{1,3,8,10,11,12}.,{1,4.6,10,11,12}  {1,3,4,10,11,12}.{1,3,8,10,11,12}
12 AN LT3R 2—10,12—14 (2,4,9,10,11} %
13 It b3 2—14 (2.3.4,5,11} (2.3.4,5,11}
14 It b3 1—14 (1,2,3,11) {1.2,3,11}
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