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Abstract

At present,concealed attacks such as exploit, generics, SQL injection and APT are becoming more and more

serioussand shallow machine learning is no longer a good way to detect these hidden forms of attack. In this paper,an

intrusion detection model based on principal component analysis optimization for long and short time memory networks

was designed. The main principle is to remove the noise information in the sample data through principal component

analysis,and utilize the memory function of long and short memory networks and the powerful sequence data learning

ability. The UNSW-NBI15 data set established by Australian Network Cyber Center is adopted to conduct experimental

analysis by adjusting the key parameters time-steps, learning rate and activation function. The results show that this

model has higher accuracy than traditional model.
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