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Study on SM4 Differential Fault Attack Under Extended Fault Injection Range
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(Department of Information Security, Naval University of Engineering, Wuhan 430000, China)
Abstract In order to make the differential fault attack on SM4 block cipher easier to implement under real conditions,
various methods were studied and analyzed in depth for SM4 differential fault attack in this paper. Among the existing
fault attack methods.this paper proposed a new attack method.which allow the scope of fault injection to extend to the
26th round of encryption algorithm. The limitation is removed that the fault must be injected into the last four rounds of

encryption algorithm in the previous attack methods, and the purpose is achieved than expanding the fault injection
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