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Forward-secure RSA-based Multi-server Authentication Protocol
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Abstract The design of secure and practical key agreement protocol under multi-server is a hot topic in the field of in-
formation security. Based on the general principles of protocol design, this paper discussed the research of an anonymous
multi-server key authentication protocol scheme based on biological characteristics designed by Wang et al. It pointed
out that server counterfeiting attack,smart card loss attack and session key leakage attack can be realized in this proto-
col. At the same time,due to the failure of user anonymity.,it is easy to leak user privacy,so it is not suitable for practi-
cal application. To remedy these shortcomings,a key improvement protocol based on RSA was proposed. In the registra-
tion stage, RC and server share different keys and time markers, which can effectively resist server counterfeiting at-
tacks and achieve anonymity and untraceable ability. In the login phase,the protocol uses public key technology to rea-
lize the login and forward security of users’ dynamic identity. In the authentication stage,the protocol includes three
times of mutual authentication,does freshness detection of messages,and realizes mutual authentication to prevent re-
play attacks and so on. Finally, the security analysis and efficiency analysis of the possible attacks prove that the im-
proved protocol can resist the attacks of losing smart card,anonymity and so on. At the same time,it maintains a simple
operation.

Keywords RSA. Anonymity,Multi-server,Key agreement, Forward security

Vol. 46 No. 11A

HLHR A RN T AT AAE B AR 2P A
S . FE . 8 e T AL LR T AATRHE
SRR T ELX A5 R84 I S A T i A ORI A
AR ASTE MR 55 A 22 1) Ok 1814 45 LAY 29 0 ) AR . 53 4h, B
TR IO £ 2 IO P 08 A 15 7 X e A R, — AR RE T HIL i T
A2 LR b 38 By o AEL7E A8 P LR A B v, A A M
SRR, WM EAE % AT R Z AL, 7 A X L8 ] AR
B — R VIEPM AR 7235, (Rt Bt —Fh 22 4 m A
WIEPBGAZEE BE. 2001 4F Tuaur™ 55 —YOK“ 104 + & fig
R7R T 2 R 55 A B A GE BRI P A — > E A IR %
FEAARRI RS 45 . (04 G000 SR F IR P i B A AR
3K — i A TR A T SE R 2R 1A I T o g T T ok
R P O RE fy, T X — 3, 2010 4R LT A

R 3 T 2R W R M A B 2 AUE B, R S Y R B U
Z M 55 4% 0 B O3 DA UE PR L, (R Bt TG vk SR IR 55 4 48 4 iR
%%, 2011 4F, Yoon S Hi HY 3 T8 159 ih 28 00 2 IRk %5
RTFELA=ZRF U, )5 Kim 577 2 H Yoon 1 P
WORBEARPL Il B O ARG M % . R A, He 250 $EH
Z M55 4 T YGIE 81 58 B i (H 2 Odelu %5121 45 1 0 ik
TRAE 8 B BCE FE % . 2014 4F Chuang 2509 #8211 —Fh
A A# ] hash iz 5009 2 Ik 55 #5 T = 7 5 43 IAE B3 3L 1= %
PP, (HJEBE Mishar 2809 52 1 Wb 38077 76 8 B 1o AR 45
AR KT A, Bk, FEGR G R AN E A 0 A
R % B AR REIRIL A Pkl B AR & 1. 541, Chaudhry
SECIST AR A0 R 0 N A )RR AR (B GG A R K T HAE SR b
TR A EEE, (B Xia S5V 8 R PR CC A PRBL IR E K

s (1994 —) BB+, FEHFR 7 1 FEOE 5%, E-mail :634064631@qq. com; BRE# (1963 —) , B, #8214 S0, FEHR 15N

Rt 5 %9 , E-mail : chenjh_ecc@163. comGEFEE) .



410 B N N = R

2019 4F

o 2 RS B2 1 A O D8 T 58 I X L ol A R A i
KAAIEW] . Z )5 BORKSE A AR Xia 7 58 09 SR A B 42 4 —
IS 20 O 58 o ESE SR AR Y Wan SEPY R SUTE R 92
BLES L 1A N T iy B A VRS A T Amin S5 R D5 58 %)
PO 0] % A B0 SR M55 19, LUK Reddy 4555 R AEARHTH 1 1B
B Tl HJG ik S BT P A AT s

A SO S AR A0 2 A 5 T 6k SCR 15 T80 O SRR A 7
M o B2 BAZ T S8R 52 BB 44 1 L T EL 4 5 18 52 i 55 4 U I
o RV BB 2 R MO A o AR SO SRR 15 A IAUE T %
PRAB AT T J5 S AT REZ B A el R0 . [R] IN 4 HE — A T
[ A B IEF RSA 19 2 17 95 48 B IE B 30 O 00 % Ak i T
ViR
1 X151 T AIME LT &

SCHRCLS TRt — A B 44 09 5 A W RR AT 19 22 i 55 4 B9 4
BRAUE BT 58, % J7 S A0 & W 55 & 1 Wt B BE AT 3 A B
BB S B NER B 1A BB BE . A3 B AE J7
S N (A A D5 i G — (0 % T S8 B 0 B A 5 [ N b
TR SCH RIS 0 1

£1 1B EM

%5 WA (i W
U; AP ¥ RC # & fit & #
ID; iR hi().i=0,1,2.3 hash & %t
PW; P oA I FHEEEN
BIO; FiL P A AR AE ® L9 &S
RC M Treg Bt 8] 4712
SID; R4 %S hah AT i 18] B
S; R%& % Gen(,) [ AL A& A 3
PSK .y Si 1;;5;2%5 Rep(.) R MR A @
X RO EEA e,d.n UNE I -

.1 RB=|[EMHER

HoE RS A S, ) RC W NN & IR 55 a8 B
RC W lR 55 4% S; 7P # 4 PSK.
1.2 RAREMRHEK

B P AR RIS IR S5 4% S, M BEIR . E e AL RC
TEME . HEML AR ANIE 1 BTR .

User; RC

Compute:
Ai=h(ID; | 0
Bi=h(A)

Ci=B; @ h(PW; @ BIO;)
D;=B; ®hD; || N»
E;=PSK @ A;

(ID; \h(PW; @ BIO;)
ACID; || Ni»»
Secure channel

(Ci»Di Ei,h(C+))

Secure channel

Choose: ID; .PW;
Generate: N;
Compute:h(ID; || Ni)
h(PW; @ BIO;)

Smart card

1R B

B —AFHWAHP A EEE ID, 04 PW, [
PEIBEALEL N, » R IA Y 4R AE BIO, 35 A (ID; || NOFI A
(PW, @ BIO,) . /&, /i it ¢ 43 18 7 RC 858 {5 B
(ID; yh(PW, @ BIO) .h(ID; || N.)»,

A2 RCUWEIHBRITH A =hrUD | X1O.B =h
(A).C;=B, ® h(PW, ® BIO,),D,=B;, ® h(ID; || N>,
E,=PSK @ A,,

L3 RCHUMAEU EMER.KSH(C.DE h
Ce D PRAFH] Smart card H, I 18 0 % 4l E R BE R X4
MR

B4 HPRBIEGERE SN EFRERD, &
G B REREES A T (C DV E k(e )UND
1.3 BRME

BT APERIRS S, AR AR P F
B A G ID, .14 PW, fiAE®FRAE BIO, . &8R4
B,=C; @ h(PW, @ BIO,) ¥l B, @ h(ID; | N,) 27
BRER R D HIAE, W SGE S TE WA AR L 4k
L.

HER 2 BEEREAE—AREHLE N, R M, =h(B) @
N1 AID,=ID;, ® h(B; | N\),M,=h(ID, || N, || ED 85
BRSEAEEME (M M, ,AID, ,E;), in& 2 s,

U; Smart card

Input .
ID; ,PW;,BIO;

Compute:

Bi=Ci @ h(PW; @ BIO;)
Check:B; @ h(ID; | Ni) =D;
Generate:ny

Compute: M1 =h(B;) @ m
AID;=1D; ® h(B; || n1)

My =h(ID; | m1 | Ep

&2 BB

1.4 SAERER

B RS S, WA HEE (M M. . AID E) )5 »
FIFH PSK H8 A, =E, @ PSK .B,=h(A;),N, =M, ®h(B,)
M ID,=AID; ®h(B; | NDLIIE AUD; | N, || E)) 27 %
F M., QSRR i R S5 R Ak SR AT AL 2k B,

B2 RS A S MZ AL N, 5 SK;, =
R(ID; || SID; | Ny || N.) My =N, @ h(ID; | N Fl M, =
R(SID; || No) . KB (SID, .My .M.

PR3 PRSI S 2 B R TR N, =M, @ rAUD, |
N LIFRIE M, 1 ACSID; || No) A ARSE . 40 5 56 F 1
W FH P #f s IR 55 4% S, A, R348 SK, =h(ID; || SID; |
N, || N LFH¥ SK; @ h(NDB RS2 S, .

WA RESES; BE AN, IE A (N, IE#, 2%
FrE L e 3 R,

Smart card S;

Compute:A; = E; @ PSKB; =
h(ADm =My @ h(B;)ID; =
AID; ® h(B; [l n1)

Check:A(ID; | m || EH) =M,

Compute:ny =Ms; @
h(ID; || n1)

Check:M; =h(SID; | ¢ M1.Mz, AID:, Ei)

Generate ; n2

Compute: SK;; =h(1D; \LSID, Il
n l n2) Mz =n2 @ h(ID; |
n1 )My =h(SID; | n2)
Check:h(ng)

n2) (¢ SIDj sMj3 ,My)

Compute: SK;j = h
;|| SID; |l |l (SKij ® h(nz) >

ng)

B3 AER B

1.5 O%E8HE

FP1 HAPmEGRRHASH ID, .04 PW, ALY
¥R AE BIO, .

HW 2 BEERIHE B =C @ h(PW, @ BIO,) , ¥ 5
B, @h(ID; | N BFHET Do WRA GEFR A, 0 H o 4
ABAA PW,. s &0 4B 41800,

L3 FHERTHE C=C® h(PW, @ BIO,) @
h(PW,..® BIO) It Coo BHe C, 5 X FE DA 18 2 B B 58
B AN 4 FTR



% 11A # G B 5 55 - —ANHT ] A B T RSA 19 2 55 25 B IAUE B 411
Ui smart card h(ID; H SIDJ/ H A’\,I/ H NZ/)slljﬁ}ﬁ S, ﬁﬁﬁ;ﬂg{gﬁﬁ%{ﬁlg
Compfncz <SID_,v,M3/,M1/>é'ﬁ\ S_/o
Bi=Ci @ h(PW; @ BIO;)
Check: B9 6 RS % S, WFI(SID, .M, M, , &5 B (SK, ®

D;=B; ®h(ID; || N

Key in: PWhpew

Compute:

Chew=Ci @ h(PW; @ BIO;) @
h(PWyew @ BIO;)

Replace: Ci to Cpew

4 N4y

ID; ,PW;,BIO;

2 XER[SIETIR M IXBI 17

2.1 ERMlEH

LB RS S, — BB H M B (M, .M, ,AID; ,
E).,it® A =E @ PSK.B,=h(A).N, =M, ® h(B,),
ID;=AID; @ h(B, || N»,FEZH M U, &6 ID,, SK; 7]
VLB ] R B P 04T R o DU BB 44 T R 3K
2.2 B&=FHRELE

B RS S a IS EH W AID, JE LA,
&L RS AE S, AT LA AR M & 0 PSSR B RS S, ik
kL,

L2 RSB S, HHE B =h(A), = HEFENLEL N,

L3 HE M =h(B)® N, ,AID,’=1ID; ® h (B, |
N.) .M, =h(D; | Ny || E;) il it % 4 A5 i % (M, . AID,” ,
M, EDRIRE S, .

BB WS4 S WENE B A PSK 115 A, =PSK ©
E N’ =h(h(A)® M, AID,/, % iF » (ID; | N, |
EDRERLEF M, .S, iRINS, NELHM.

RCNDYH Sy,

BT RS AE S MHSIEEH AN,

S; MY HAR B 55 4% Sk o
2.3 SEEPAMBRE

FAT 3 B A 1 IR 55 98 5 T T R 55 A A T A
& BT S B PSK Ry it . [ B 0 o e vk g T AR B (M,
M, AID; E:>,{(SID; \Ms s M, > Lk J¢ (SK; @ h (n,) >, 8 ] #&
B EP Rm AP RS A2 R ER . BB ERINT .

£ 1 HH A =PSK ©F,,PSK 5 % il .

$2 hdD | ND=B @ D,,N, =M, @ hD; || N>
Sk .

DL _E 3T B A% 0 10 B R RC MR 45 48 22 T6] 1 % 4] PSK
AR X R B AR R S A R S R A R B — &
SINTRE M B . T IR AN IZ B LAY BB L AR ST T N 22
AR R B AL
3 AR
3.1 HBUKME

RCZAMEH =T, 3T R S HGE R 0P 3,
—HIWWEE MW F . EMNZE,RC ERERH X, ™

ERER p Mg 315 n=pg. N T IR KL HHKE—
e, G RCAHBMASE: (nshCe)shy Oy hy Oy h, O,

L85 WS4 S WAL ARYLE N, ITE SK, ' = hy O BARBATEREWE S5 BT,
B %% S R 5 28 A B B M P RC
H’ﬁho(Sle),*ﬁ‘ﬁ' hash &
(SID;, e) RC # BUH B yi Trg
# 3% SID; KA WHE ho (SID; || v
N e, (ho (SID; I ¥i) s Trg? ®#E
GAEHE (SIDj ho (SID; || yi) s
o (Treg )
ils R P M A A8 RC

w4 ID; o PW;,
# I Bioi»a

i

Gen

(Bio;) = (0i.0;) .
N a.0; B %+

(ID.h(PW; || @),
h(PW; | o))

(nse,CiyDi  Fi G s
ho (3) sho O sh1 O s
ha () hz ()

A

it & h(ID;) . # & hash %

Ai=ho Cho ID) | X || Treg )@ hOCPW; | a)) .
Bi=hoCho (ID) || yi | Treg) »

Ci=hoCho (ID) | ho () | ho (PW; || 6:))
Di=A; ®@ho(ID))® ho(ho (PW; | 6:)),
Ei=ho(A)® ho ((SID; I Vi I Treg )® ho(Ai))
Fi=E; ®ho(ho(IDy || ho (PW; [l 6:)) .

Gi=B; ®ho(PW; | &,

il B FOAE I B

M & 2 S

# N ID; \PW; . H i BIO;

it & ho(IDi),

6;i=Rep(BIO; .0;),

ho(PW; | 6:),

Bi=Giho(PW; || @)

ho Cho (ID) || ho () || ho (PW; | 6:))7=C;
Ai=D; ®ho(ID) @ hoCho(PW; [l o))
E;=F: @ hoCho(ID:) | ho (PW; [l 6:))
H;=ho(A)® ho(SID;j || ho (3))

(SID; ,AID; .C.H; .M, T1)

HEHEE AT=T,—T

it

r1=C4 mod n.,

ho (Ai)=H;iho(SID; || ho(3))
ho (ID))=AID; @ ho(r)® E;

[y
C=7{ mod n

AID,:}I()(ID,)@ ho(rl)@ E;

M =hoCho(AD | hg (ID) || 71 || T (My)
rs =Mz @ ho(B; || r))

#|

Ms?=hy Cho (ID;) || SID; || r1 || 2 | B; |l

Ts)

'L+ﬁ:

My =hs (ho (ID) || SIDj Il /1 2 | B
Skij =h3 Cho(ID) || SID; || r1 | 2 | B

(SIDj M2z ,M3.T3)

H W ho (ho CAD | ho (ID) || 7y I T1Y7=M)
Sj A

T

Bi=ho(ho(ID) || y; I Treg)

Mz =ho(B;i | r))® r2

Ms=h1Cho (ID) || SID; | 1 172 | Bi |l T3
Sy B My

Skij=hs Cho (1D || SID; || vy || r2 || BD

Kl 5

P



412 B N N = R

2019 4F

3.2 EMHER
3.2.1 JRE&BEAM

5‘5 M4 2% S, % 5% RC HEM. S, ¥ A &4 SID, .
RN e THE LT d R . [F Y, 45 (SID; e il it % 42
fﬁ)ﬁ&é’/ﬁ\ RC, W& B 5 .18 b (SID;) 3 5 6517 19 I 55
7% hash B PE A0 55 08 28 B 80008 22 LU Xk . 35 A A TR L R 55 4
FHEM . EWLRC KR5S Ak % B E v, IRk S5 4% S, BT
FRICHN T., = M55 35 4 F% (| Ve ot o) | B AL A 78, 31 55
ho (SID; || 3> BJ7 384t 22 23838 . 38 Ch (SID; || 3,05 T )
REH RS S RS AW ARAE CSID; . hy (SID; | 3.,
ho (Trg )Y
3.2.2 M P EM
B WP ID 3 PW, IEREUEYE B Bio, .3t
B Gen (Bio;) = (06;,0,) yho (PW, || 0,), e — K B HLEL
aGEMSERE , EAIEHL) « &5, P 22 mE D, ,
ho (PW; || @) sho (PW; || 62 &% RC,
L2 RCUYENE BJE, 5 h (ID) s X A/ hash
B FE L R A R A B . 3R AR ) R A A
T
A;=ho(ho (ID) | X[l Ty @ ho (PW, [l @
B =hoChy (ID) || y; | Tr)
Ci=ho Ch (ID) || ho () || ho (PW, [l 600D
D,=A;, @hy(ID;)) ® ho(ho (PW, || 6,))
Ei=ho (ADD® ho ((SID; || 3 | T XD ho (A))
F,=E ®hoChy(ID) | hy (PW, || 6:))
G:=B; @ ho(PW, | &)
RC B (nsesCooDi s Fi oGy sh () sho O why O s hy O s hs
O) I 3 22 4l 8 & 2k 4
B3 ASRBEEEERE A 0.0
wWEERA
(nye:as0.Ci Di v FiyGisho (3) sho O shy O s hy O by O
3.3 BERME
LB P EEREMERS B REAEZ RS,
WA ID,, PW,, {4 BIO,, B £ il 5 ho (ID) .o =
Rep(BIO; ,0.) sho (PW; || 6.) . B, =G; @ hy (PW, |l @) , 3 J1 i
ho Cho (ID) || ho () | o (PW; [l ) RS C M5 25 AR,
WU P Ak s L 2 gk Ui, SR 3 22 LR R 4 A5 5, WU
BRER Y R BIE,
A2 WP ABES ARSI
Ai=D; ®hy(ID)® hy (he (PW; || 6,))
E,=F, @ ho(ho (ID) | ho (PW, |l 6:))
H;=ho (A)@® hy (SID; || ho (y))
P REALEL T
C=r{ mod n
AID; =h,(ID)D® hy (r)® E,
:ho(hm A | ho (IDD I 71 | T

o R B

A5l (SID, \AID, .C.H, .M, , T, ).
3.4 '»AlEI?ﬁEﬁ
BT MRSA S WRIH P E B G KA B O L iRy

BEEE AR AR AT=T, — T, . W Z 1L NE. T, R 2471 IRk
Bk DN CIE P A

r=C mod n

ho(AD=H,; @ h,(SID; || ho(y)

ho (ID;))=AID; @ ho (r)® E,

FIWE ho Cho CAD |l hoe (ID) | 7y || TO RS M, #I%E,
AL PP L,

B2 AP AEERFIAG, RS S ML A
ro T

Bi=ho Cho (ID) || y; | T,

M, =hy (B, [l r D@ r,

My =h, CGhe (ID) || SID; | 7y |l v | By | T3 Ty 22470
Bf Ml . &Z%TH B SID; M, M, , Ty,

B3 FRERWEIN RS TR

ro =M, ® ho(B; || r1)

Kidt My =hy Cho (ID) | SID; || 1 1o | Bi | T 52 45 1%
SESEARBSL E . TR

M, =hy Che (IDD || SID; || 7 | 7o | B

Sky =hy Che (ID) || SID; || 7y |l 7 | B

HIRSS #% K3k M, .

HUR 4 RSGA S, K M, 2T ST, A N ST &k
i, W, & —RINER)G, BN Sky =hs (h
(D) | SID; I |l I B,

3.5 O%EEMmE

M P EEER O BTERERN .

LW BATESERVGER B,

U 2 WRIBATHRIUR] 5 fE

h(PW |l 6,

Cr =Ny Cho (ID;) | ho () || g (PWE || 6,))

D =A; @ ho(ID;) @ hy(he (PWX || 6,))

FI"=E; @ ho Cho (ID;) || ho Chg (PWE || 6,))

G =B; ®ho (PW || @)

B ek C.D LW FLG

4 BRESH

4.1 EBaM

CHRL19-20 146 L E A MWD 2RI E o DEEAZ
WESR I TR P LSS By . 2) e R B SR I
HHELEX AN SIEER—HP S5 L8P AT A
PRPE . SGHE Y DR AR B S By AID: P E R SRR
B S WL AL KE M R R (ID;) AN BE A P E S Y B
By AR 7 P B 52 B O A Bk bk . TR o P 2 A () st
VF) 5 SR AR ] IR 55 3 S, 5 B 9K B0 285 25 5 By J2: R [ 19, 5 3R
TXHP R, HK, LT HP AT EEE, |
B 3 38 o JE R R A5 B R AR R L T BRI B AR R i AR
KZBNT :(nvesas0,C Dy FiyGisho (3) sho O by O hy O
hy (O)), 67 T A3 8T R P IR 45 B 2 58 BAE B
(SID; ,AID; ,C.H, .M, . T;) (M, ,M; , T,

BRI H RN A b (A =H, @ hy (SID; || Ay (3))
H H,.SID; WEFKBY M B ho () B RER 4R L, 7T L
HEIA 5ID, T, MPW, HX, H&¥BE%O45,8H
0 JE VR P B Ay s DT SE B P A ORS TTaE EEE
4.2 BREERWEH

ESIRRIE i S I NAE i SR g v e R L
FHEHEARBRBHEEREFERHESE (n,e,a.0,C D Fi LGy



5 11A

VIG5 — AT 22T RSA 2 IR 5 45 I GE Y 413

Ro () sho O shy O shy O s hy O) AHRHITE B PR B A4y 104
VLR A W R AE AT TE VR B B 5t . D3 O B il 67 T 31
FH PRI 5 i 22 [0 38 45 9 25 AU Bt R (A TR i %
Corysry s By o WAL IR TCIE IR 2 220 % 4
4.3 MAAREWEH

i ) 8 A Tt S 48 — O B 22 5 Y RA BA K Uitk R L ot T
M S i B ARIE 2 2, AR SCH i h, R IR S5 4% S, AL
Hd FEE y, M EE A e 2T 5 B P RIR & 2% 22
B . T B T B 3R R 55 A i T BT SRR ek
BB =ho Cho (IDD || 3i | Ty ) s T IR S5 45 6F 18] B 32 2 A 8%
FRIL T LTS S i % 80 . & RC B dont , (U2 it
FEF P SID; FE I ) (% hash it EE, T ARE T, 19
(B JF T TE A SR B S T T R A
4.4 HCHMBABRE

BT A8 B Tt 2 48 B S0 2 B i R R S R UL
BN R A, O R AR S35 % AR R — U Y BE AL
B SE Y . AETR R S SR R BB BE AL A
B9 5 55— THT S [R) £3 175 % G v 7 AR A TR] 1) B AL 280 0 3 02 R
WANEY . PSR Y] Sk, WL L BRI,
4.5 BEEHHEH

TG ISP 38 T3k AR e T R0 S AT I, —
A L A I (R AV I . R B A W B P R R IR
%5 2414 B (SID; ,AID; ,C, H,; » M, , T ) , 3 H.7E # & B[] 4
HACH B MRS 20T LR TEE M A #E . HIRS 4 S, 74
— AR AR L R B B (SID; M, My, Ty ) My, =
ho (B | ri)@® r," My = hy (hy (ID) || SID; | 7 |l 7" || B, |l
Ty) B IR AN HGE by (IDO) R r, TEIFE H SK, . K
W, A M, FRGARBEGIN, M, M, M, WSS 28R 55 25 /Y
M, B, Bt O 48 RE IR E i
4.6 MERE[MBERE

PrAE tH RC 58 AN IR S5 2% S, #A A R 19 f 2%
(B v, » CBE AT B 1k AR 45 25 A S . (R A 3% 55 A R 0 IR 55 2
Sk BT P I8 S BB kR IS B A2 SkRHE
i Al Ty » BEH B E = ho (A) @ hy ((SID; || y; | Tou )®
he CADYFI B, , It LATE 36 th A vk I & 8 %
4.7 MREEAPEERSHE

P AEYRIEM AR E M, S LA P AL A -
T 6 46 AR 55 o AELR: o 49 SCR A SCHR L 17 1097 SR R 0 A5 Ry 428 I ¢
AR X T A AS R 9 A6 P RRAE {5 B R L T A 3, AT A 2 T & 1
FA P AR B 1) 1) 5,

5 ESH

AR FE 23R T hash H1 57 s 15 L 76 AU B BL 2% 16 2
RT3 B 1) AR B R A4 TR BE 0 A IR IR L fE AR R
BRBREE RN S . W TRBIMERTMU TSR
AR E B G ], | A AT AL T, RoR — K
hash 3z 55 7 75 W] 8] T, S A9 8] Y 2 53R BRF (] L T, 2871 4 $pt
As B, S SCHR9-10. 13, 157 HL AR Sz BUAS Pp I8 i ik
T ORI B LI N A 0B 4 T L TIR 45 # B ok BT )
ki 55, S TS DA T 2 A TR o AN T R G 3 484 A I ) R 2
DEMAS o AELJE: B B0 R TR AR T IS S R R R L A R A R Y
PR TRANTERE AT UNSR 2,52 3 Bl

2 AR U USCRT A PSR 2 A P RE 2

FEER ] [0] (3] [15] #3%
B4 M X X X X N
SEEAMH X J NG NG N
EE S A Ry & X NG X X NG
=R & N NG NG NG NG
R & N N NG NG NG
% #RE k& N N X X NG
%A X X X X J
FEYHENE K F NG NG NG NG NG
0B B NG NG NG X NG
WA kA P AE N SR N N N </ </
#3 BRST
& - Y ‘WTX 5 ;
X #[9] xwl10]  x#[13] x#k([15] KX
E A 2Ty 3Ty 3Ty ATy 13Ty,
%%k 2T+ T Ty +3Th 4Ty, 5T 10Ty, +T.
NiE 15T, +3T,, 4T, +18T 12Ty 12T 10T, +T.
%% 2T 2Ty, 2Ty, 3Ty 6T}
Bit 21T, +4T,, 23T, +4T, 21Ty, 24Ty, 39T, +2T.

ERIE  ASCEH SR T SCERCLS T B sCd 7 3 3
FETERY IR, LUK, B 0 33k 2822 A P 3, £ 1 AR ST O 980k e
) %2 2l o (Rl E o3 A 7 0 A T RE A TE B9 B 0 BE
A BUIR S # RE Bods VBRI AR L SE A B A AT, AR
T SRR T B R ) 22 A PR RE AN S

2 % X M

[1] TSUAR W J. A flexible user authentication scheme for multi-
server internet services[ C]//Proc. of the Int’1 Conf. on Networ-
king (ICN 2001). LNCS 2093,2001:174-183.

[2] LI C T.Secure smart card based password authentication
scheme with user anonymity [ J]. Information Technology &
Control,2011,40(40) :157-162.

[3] WU ZY,.CHANG D L,LIN T C,et al. A reliable dynamic user-
remote password authentication scheme over insecure network
[C]// Processing of the 26th International Conference on Ad-
vanced Information Networking and Applications. Washington
DC.IEEE Computer Society,2012:25-28.

[4] LIX,MA J,WANG W D,et al. A novel smart card and dynamic
ID based remote user authentication scheme for multi-server En-
vironments [ J]. Mathematical & Computer Modelling, 2013,
58 (1/2):85-95.

[5] CHEN B L,KUO W C,WU C L. Robust smart-card-based re-
mote user password authentication scheme [ ] ]. International
Journal of Communication Systems,2014,27(2) :377-389.

[6] KUMARI S,KHAN M K. More secure smart card-based remote
user pass-word authentication scheme with user anonymity[ ] ].
Security & Communication Networks,2014,7(11):2039-2053.

[7] XU L L. An improved and provable remote user authentication
scheme based on elliptic curve cryptosystem with user anonymi-
ty[J]. Security & Communication Networks, 2015, 8(2) ; 245-
260.

[8] LIC T,H WANG. An efficient biometric-based remoteuser au-
thentication scheme using smart cards [ J]. Journal of Net work
and Computer Applications,2010,33(1) :1-5.

[9] YOON E J,YOO K Y. Robust biometrics-based multi-server au-
thentication with key agreement scheme for smart cards on el-
liptic curve cryptosystem[ J]. The Journal of Supercomputing.
2013,63(1):235-255.

(T #5437 )



5 11A

ThE g, A5 BT 255 WGAN 1 0 2% 22 4 25 H 3l

437

2]

[3]

[4]

(5]

[6]

7]

(8]

9]

[10]

[11]

[10. A R 2R CA SRR D, 2013(12) :1750-1760.
AN BT D-S TR B 04 0 2% 42 42 A F B 7 iR 5
L1 AP TR 5531, 2013,34(3) : 821-825.

Wit 22 A BRI S5 — R T 20 PSO-SVM B [0 4% 2 42 35
ST R[] ], 5L 5T, 2015,32(6) : 1778-1781.

M DR % 98 4 » . 3CW. T/ 5 DBN i 5 i SR R T .
=M TR 22441, 2017,43(2) 1 110-114.

ZHANG H, XU T, LI H. StackGAN: Text to Photo-Realistic
Image Synthesis with Stacked Generative Adversarial Networks
[C]//IEEE International Confernece on Computer Vision (1C-
CV),2016:5908-5916.

S 5. BEALAR M 55 4 H- 3 47 5 I 1 e L 1 027 BB 5T
I AR BN 2 B 2 4% . 2017(2).

CHANG J,SCHERER S. Learning representations of emotional
speech with deep convolutional generative adversarial networks
[C]//IEEE International Conference on Acoustics, Speech and
Signal Processing. IEEE,2017.:2746-2750.

ZHAO Y, TAKAKI S, LUONG H T, et al. Wasserstein GAN
Waveform Loss-based acoustic model training form Multi-
speaker Text-toSpeechsynthesis systems using a wav Net roco-
der[J]. IEEE Access,2017:7(1) :1-10.

EW 2. MRS TEE (S X BT A SBBOM B L) ). 25 5 E
B,2011,20(2):132-136.

RADFORD A, METZ L,CHINTALA S. Unsupervised Repre-
sentation Learning with Deep Convolutional Generative Adver-
sarial Networks[ ] ]. Computer Science,2015.

LU AR XU L, 4 LT KL B A0 1T 1) X 42 38 AR Ak A
W] 4 98 P55 K, 2017, 29(2) 1 46-52.

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

TR R BT s L AR BT TS B R BUE T R G R
WAV Jr ik (1], HLBR B3 15 i 7 T, 2017, 46 (11) : 122-
127.

SRIVASTAVA A,VALKOV L,RUSSELL C,et al. VEEGAN:;
Reducing Mode Collapse in GANs using Implicit Variational
Learning[J]. arXiv:1705. 07761,2017.

THE, B SO, 4. 2T Wasserstein 1 52 A1 K-medoids %
EM RS REd g S EERBE L] PEEHIL TR ®R,
2015,35(11) :2654-2661.

ARJOVSKY M,CHINTALA S,BOTTOU L. Wasserstein GAN
(1]. 2017,

NAKAJO K. Improved gradient method for monotone and lips-
chitz continuous mappings in banach spaces[ J]. Acta Mathemat-
ica Scientia(English Series) ,2017,37(2) :342-354.
AR S TR R, BT LM Bk MLP R R H s )],
P 25 PR B AR L 2018, 7(1) :59-63.

MUKKAMALA M C,HEIN M. Variants of RMSProp and Ad-
agrad with Logarithmic Regret Bounds[]]. IEEE Transactions
Biomed Engineering,2017,5(6) :1220-1228.

QIU Z,YAN Z,FEI Y,et al. RGB-DI Images and Fall Convolu-
tion Nuernal Network-Based Outdoor Scene Understanding for
Mobile Robots[ ] ]. IEEE Transactions on Instrumentation &
Measurement,2018,1(99) :1-11.

IOFFE S,SZEGEDY C. Batch Normalization: Accelerating Deep
Network Training by Reducing Internal Covariate Shift[J]. arXiv:
1502.03167,2015.

W5 LR AR A R L 5L TR R AL I 45 22 4 UM 25 34 5 AL T A
Jr I, B E 2441 . 2006, 17(4) : 885-897.

(EBF 413 1)

[10]

[11]

(12]

[13]

[14]

[15]

[16]

KIM H,JEON W, LEE K,et al. Cryptanalysis and improvement
of a biometrics-based multi-server authentication with key
agreement scheme[ C]// Proc. of the 12th Int’1 Conf. on Compu-
tational Science and Its Applications (ICCSA 2012). IEEE,
2012:391-406.

HE D B,WANG D. Robust biometrics-based authentication
scheme for multi-serve environmental[ ] ]. IEEE Systems Jour-
nal,2005,9(3) :816-823.

ODELU V,DAS A K,GOSWAMI A. Crytanalysis on robust bi-
ometrics-based authentication scheme for multi-server environ-
ment [EB/OLJ. http://eprint. iacr. org/2014/715.

CHUANG M C,CHEN M C. An anonymous multi-server au-
thenticated key agreement scheme based on trust computing suing
smart cards and biometric [ J]. Expert Systems with Applica-
tions,2014.,41(4) ;1411-1418.

MISHRA D,DAS A.MUKHOPADHYAY S. A secure user an-
onymity-preserving biometric-based multi-sever authenticated
key agreement scheme using smart cards [J]. Expert Systems
with Applications,2014,41(18) :8129-8143.

E RIS PRiEAE TR IE D, — A4 0B T AR W R 1 2 55 AR
8 B IE PR U7 A SELT ). TS HL W52, 2016, 33(7)
2190-2196.

CHAUDHRY S A. A secure biometric based based multi-server

[17]

[18]

[19]

[20]

[21]

[22]

[23]

authentication scheme for social multimedia network [J]. Multi-
media Tools & Applications,2016,75(20) :1-21.

XIA P Z,CHEN ] H. Three-factor authentication scheme for
multi-servers environments based on elliptic curve cryptography
[J]. Application Research of Computers, 2017, 34 (10): 3061-
3067.

BREBKSE , MR AR 22 IR 55 PR BT T 5 T T5 1 4% 2 A5 1) i i 1) B
IR IEPMX LT . P AL 2% . 2018,45(6) : 111-116.

VESE R30I . 0 =255 4R IR BT R E 44 A UE B LAY 43
BrlI]. #2491, 2018,29(7) . 1937-1952.

HE DAL FT R A5, — Bl T 52 R BT IR R B 1 22 A T PR
TS ST BT 5 R B, 2012, 34 (10) £ 2520-
2526.

WAN T,LIU Z X,MA ] F. Authentication and key agreement
protocol for multi-server architecture[ J]. Journal of Computer
Research and Development,2016,53(11) :2446-2453.

AMIN R. Cryptanalysis and efficient dynamic ID based remote
user authentication scheme in multi-server environment ssing
smart card[J]. Int’l Journal of Network Security,2016,18(1):
172-181.

REDDY A G,YOON E J,DAS A K,et al. Design of mutually
authenticated key agreement protocol resistant to impersonation
attacks for multi-server environment[ ] ]. IEEE Access,2017,5:

3622-3639.





