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Abstract As for the adversarial data samples which indeed exist in real-world datasets,they can mislead data classifiers into cor-
rect predictions which results in poor classification. However, reasonable utilization of the adversarial data samples can distinctly
improve the generalization of data classifiers. Since most of existing classifiers do not take the information about adversarial data
samples into account to build corresponding classification models, a stacked support vector machine called S-SVM based on at-
tacks on the labels of data samples which aims to obtain outperformed classification performance by learning the adversarial data
samples was proposed. In a given dataset.a certain percentage of data samples are randomly chosen as adversarial data samples,in
other words,the labels of these chosen data samples are substituted by the other labels included in the given dataset which are
different from the original labels of the chosen data samples. Adversarial support vector machine (A-SVM) can be consequently
generated by using the support vector machine (SVM) to train the given dataset which contains the adversarial data samples. The
first-order gradient information on the output error of the generated A-SVM with respect to the input samples can be then com-
puted,and the input samples will be updated by embedding the first-order gradient information into the original feature space of
the input samples. Consequently,the updated data samples can be input into next A-SVM to be trained again to gradually improve
the classification performance of the current A-SVM. As a result,S-SVM is formulated by stacking some A-SVMs layer by layer,
the best classification results can also be obtained by the corresponding S-SVM. In terms of theoretical analysis and experimental
results on UCI and KEEL real-world datasets, the mathematically computed first-order gradient information based on learning the
adversarial data samples not only provide a positive relation between the outputs and the inputs of a classifier, but also indeed
provide a novel way to stack the front and rear sub-classifiers in the proposed S-SVM.
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Fig.1 Simple concept of SVM
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ARPERTR, TS EE 2 WERE LA S
SVM 3 &3 3% FEA RS i B8 B2 19 43 2 R, 9230 vh T
A HE RS EOY G MR R 455 4 38 IR E Y Jr v 3R
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Inter(R) Core(TM) i7-4790,CPU F4i Ky 3. 6 GHz, WFFE K/
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R ESEEEAE TR

Table 1  Detailed configurations of real-world datasets
ESiE AN BEEH RAH

Haberman(HAB) 306 3 2
Liver(LIV) 345 6 2
Phoneme(PHO) 5404 5 2
Wisconsin(WIS) 683 9 2
Monks-1(MON) 432 6 2
Seeds(SEE) 210 7 3
Thyroid(THY) 7200 21 3
Vehicle(VEH) 846 18 4
Glass(GLA) 214 9 6
WhiteWineQuality(WHD 4898 11 7
Yeast(YEA) 1484 8 10
Nursery(NUR) 12960 8 54

3.2 XWERESH

2TV T RTA N R AE T A B SR R A
M SEPRsrETERE . HP L “Acc”URBITF 10 W5 WA 1Y
ER I HREE Op" KRB RE M RE & T I E X
T SR I I L S8 — "R B E SECR I BOAIL &
Y A3 2R BE SR FHINMAR IR, R 2 TR LA R &5 2R D L-
S-SVM 5 G-S-SVM £ Haberman, Liver, Seeds, Thyroid, Ve-
hicle DL Yeast 6 /™84 4 b HUAS d5 i 19 4 28006 B, 0 oo
H¥E 4 Haberman, Liver, Seeds, Vehicle DA & Yeast 1 )43 28
ER BT A B B O A ERE L R B B .RF 5
DBN 7E Phoneme, Wisconsin Z{ 3 % [ I H TR 419 43 28
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HHE;3) 5 Linear-SVM Ml Gaussian-SVM #H I, L-S-SVM #1
G-S-SVM M43 2 PERE IR B T 48 5, XA AL T 7E AR 2 45
TS FRAE B2 T, B T XS HUAE A 5 2] (19— B B B2 {5 B S e 65
R BRI AR O ERKXEWFEERT, RAKRE
L-S-SVM il G-S-SVM ) F /3 2K 4% B4 K =5, A r g s

SVM HALESS 2 45 3 s 4 2 BUM Fe e 0 2805 2, B4 348 i
EECCIE I T R EAARD RS ERE SSVM Ay 4 2K 1
RE ;5 X T R B EPE 4, I LIV, WIS.SEE %, T%
BT XA AR S S Ak &5, L-S-SVM 5 G-S-SVM 1) 43
FPEREM Y,

®2 PRk K SR K IERE

Table 2 Actual classification performance of all comparative algorithms on all real-world datasets

X Linear-SVM  Gaussian-SVM L-S-SVM G-S-SVM

HER WA o . RF Ce.5 NB DBN (K (0. K)
HAB Ace 71.8044.20  74.8243.09  69.84+4.76 70.16+6.91  72.30+6.79  74.16+4.60 73.20+3.38 76.56 + 2.67
Opt (10" (10*,10) - - - — (10*,4) (10°,10°,3)
LIV Ace 73.0444.36  70.8743.75 69.714+6.03 64.934+5.30 53.77+7.68 54.72+5.91 76.54 +3.91 75.83+3.24
Opt (10°) (10%,10%) - - — — (10%,3) (10*,10*,3)
PHO Acc 84.24+0.82  84.93+0.61 91.17 +=0.92 85.98+1.17 76.261.10 74.27+7.13  87.46+1.34  86.30+0.72
Opt (10%) (10°,10%) - — - — (10°,5) (10°,10% ,4)
WIS Ace 94,454+1.82  92.924+1.96  97.35+1.15 94.73+1.75 96.32+1.19 97.54 + 1,19 96.02+1.29 95.19+2.48
Opt (10%) (10°,10°) - - - — (10*,3) (10%,10%,4)
MON Ace 23.554+3.64  42.94+2.83 11.01+2.27 15.92+2.64 42.03+1.72 49.52 &+ 4.21 30.54+4.83 45.83+2.85
Opt (10°) (102,10 - — - - (10*,2) (10%,10°,2)
SEE Acc 94.0142.35  93.52+3.48  93.20+3.62  94.3343.18 91.67+2.43  89.88+4.82 96.57 + 1.92 96.18+3.25
Opt 10" (10%,10") - — - — (10°,4) (10°,10°,3)
THY Ace 98.7940.36  98.8040.19  99.674+0.19  99.584+0.13  95.78+0.53  93.56+1.11 99.72 + 0.44 99.33+0.75
Opt (10%) (10°,10°) - - - — (10°,3) (10°,10°,2)
VEH Ace 84.76+2.37 85.00+2.72 71.94+2.78 71.25+2.93  44.53+3.69 49.18+7.28 85.60+3.01 86.03 + 1.85
Opt (10°) (10*,10%) - - - - (10°,2) (10%,10%,2)
GLA Acc 73.95+7.84  69.76+8.44 78.57 +5.93 68.104+7.24  46.73+7.54  68.02+9.29  75.26+5.98  73.64+6.77
Opt (10°) (10%,10%) - — - — (10*.3) (10%,10° ,4)
Wi Ace 56.1441.06  55.0940.64 68.12 + 1.25 56.424+1.43 43.65+1.44 53,08+5.07 56.82+0.93 56.78+0.42
Opt (10%) (10°,10%) — - - - (10°,2) (10°,10°,2)
VEA Ace 61.5542.16 57.6242.79 61.81+2.48 53.154+2.24 57.82+2.54 58.49+4.80 63.04 = 1.85 62.12+2.29
Opt (10°) (10%,10%) - - - - (10*,3) (10%,10°,2)
NUR Acc 96.7440.19  96.94+0.26 99.54 + 0.14 98.1740.25 74.51+0.16  94.87+0.28 98.61+0.29  97.92+0.23
Opt (10%) (10%,10°) - — - — (10°,3) (10°,10° ,4)

L G-S-SVM R i, 2% 3 45t T 4D I S5 a IR
&) Le B B, G-S-SVM 7 6 A~ B 52 804l 4 b Y 55 bR 4 25 1
fig . BEAT I E 2N 5O B A {2k 0. 001, FHEE 3 AT, 45k 28K
TEH T E a=0. 05(5%) I, G-S-SVM fE % B 15 & 13 4> 25 45
B, MG E R I EZNIRBEAGE AR S S
SVM Hy5r 2P, H &A% S-SVM By AR PEBE L X B4 & 20
FMR ST 2B RMEAG R FREL B RS LNLSER. 5
Gb BN L o IF A RIEFEAR S-SVM. 19 8 1k 43 25 PE AR, K
S R R A MRS 25 T/E SSVM iz Al Tk =X
SEA IR, AL IBOR LG A A A SR B AR 1 i B o, AR
SCHEFE T BUCRE A 19 Fe AE: LR @ =0. 05(5 %),

£ 3 B a BORFMER I3 2 458 (A=0.001)

Table 3 Classification results with different values of a(A=0. 001)
B & 5 AR 0.05(5%) 0.10¢10%) 0.15(15%)
HAB Acc 76.56+2.67 75.3142.36 73.1842. 94

Opt (10°,10°,3) (10*,10° .4) (10*,10%,4)
v Acc 75.83743. 24 76.32743. 80 73.1743.13
’ Opt (101,10%,3) (10%,105,3) (101,103 ,4)
WIS Ace 95.19+2.48 94.16+2. 29 92.40+3.09
' Opt (10°,10%,4) (10%,10%,3) (10*,10%,4)
Acc 99.3340.75 98.4540. 57 96.7240.16

THY o o o
Opt (10°,10°,2) (10°,10%,3) (10°,10°,2)
Acc 86.0341.85 85.334-2. 31 84.2042. 14

VEH .
Opt (10%,10%,2) (10%,10%,3) (104,107 ,4)
Ace 62.12+2.29 60.63+2. 24 59.18+2. 86

YEA . o o
Opt (10*,10°,2) (10°,10%,4) (10°,10%,3)

LI G-S-SVM mfil, % 4 T B G)h S A BUR
[FEE I, G-S-SVM 7E 6 4~ B 3L 50E 4 - A9 sEBr o 28 P 6, it
A [ 2 2 (7D e B9AE R 0. 05,

£ 4 BHBUNRMER B 24558 (a=0. 05)

Table 4 Classification results with different values of A(a=0. 05)

B & KRG 0.001 0.01 0.1
Ace 76.562.67 73.64+3.28 72.70+2.95
HAB o .
Opt (10°,10°,3) (10°.,10%,4) (10*.10%,4)
v Acc 75.8343. 24 71.48+3.48 69.53+2.31
) Opt (10%,10%,3) (10%,10%,4) (101,10t ,5)
WIS Acc 95.19+2.48 92.59+2.93 90.56+2. 40
i Opt (103 ,10% ,4) (104,104 ,4) (104,10%,4)
Ace 99.3340.75 97.3740. 31 93.7240.47
THY o o o
Opt (10°,10%,2) (10%,10%,3) (10%,10°,4)
Acc 86.03+1.85 82.66+2.23 79.63+3.63
VEH ) )
Opt (10%,10%,2) (10%,10°,3) (10%,10%,4)
Acc 62.124+2.29 58.72+2.76 55.29+2.64
YEA - . ,
Opt (104,10%.2) (105,10°.2) (104,10° ,4)

R 4 ATAF LR LSS58 1D B A RE AR T 3 2 S 30K
A PR AR IBUE 9 0. 001, AT G-S-SVM ik % BUAS i A3 1 43 2
S5 52) 3 A BUE R AH BT, % J2 1 J5 UG AR AR FRAE i AT 4
HeZ% A-SVM Hir i iR 22 B — B sk B2 A5 B T IR T R IR AR A
FIRRHE 2 )L i KRR RS R E A REEH T ZHRE S
SVM [ F 43 2545 I TR R 3 0 S-SVM 2 8 H & F AL S
SVM (55 B 4> 25 ¥ 685 3) 40 #E #8038 48 HAB, LIV, THY,
VEH DK YEA I W& 2 BUER# — LK, SSVM F &
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LM T4 288 M S SVM 250 3k 45 i o ik 4r vk g,
W] T A AR A B T B R A6 1Y 43 2T ) A
SERERE A R A R R PR
3.3 GitHH

AN HSCERC31 A i e Z 5 R B2 e i
PEREXT LU i s NGETH a3 B 9 A B2 i — 20 i i S SVM
HAtxF LB R, %G Ik FEAS 3 LK,

(DARHE 5320 BN B — A0 WL AE 9 — A SR 4R -
PEATHE A Crank {6) . LAEHE 4 Haberman A 61, H T G-S-
SVM Fl Gaussian- SVM HU5 (1 43 20K B 43 5y 76. 56 %6 Fil
74.82% s UL I rank 50510 1 F0 2 AR WSS HE KT oAb X}
FEB R — DR L rank (. B0 rank {H3,
sk 5 A, H i Ave” X3R5 AN B 1 AE BT A BOEE AR Ao
Y] rank 8 8B N N, 53 504 36 L 55 2% R 8080 48 19 %1
i, WA AT

Ny
rank; =L2rankf (12)
j\[d/:‘

Hoprank] REH i NEILES ] ADBIRE LW rank E,
(2)PUAT Friedman Ml ik DL 2 J2 75 BE W8 5 2 25 (R i, /P
B BT % F IR AR TR SR 4 L e RE — e, ARIE F
AR BEE «=0. 05, B F(N,.—1, (N, — 1)
(N, — 1) BB R F(7,77) 22,13, R 4T Friedman
MIRAFHM Fr KT A, S RIEMpazE. b, Fr
(Y R/ v |l O
(N,—DXr

Fp=——4——22F (13)
N,(N,—1)—Xr
H o, Friedman %535 Xr (0320 .
e 12N, %, NN A+D?
XFiNi((NL+1)[,%1ranki B E— ] (14)

XA EFKAOTHEEK 2 B Fra~6.63, T Fr>
2. 13, B b A B3 o 5 s, BV 6 BL AR VR 7 T A B R 4 T
Gy B RE AR A

O BEE LB Iy 25 BB S &, 7T 3 — 25 AT Bon-
ferroni-dunn K> SRR S SVM 5 Hiflh X e B9k 2 5 77
AR X S, R4EE 2, 4T Bonferroni-dunn | i J5 7] #2
2 R 18 CD(Critical Difference) {H :

N (15)

HF EBEEE «=0. 05, BIESCHR 31 AT AT go.0s =2. 690,
[H 1, 42 4% % 2 A1 Bonferroni-dunn i 7] H% CD=2. 69,
AEART P % O ¥R P38 rank (B 22 KT 3% CD {HIN , R BIX
PRI B 1k Z TR A7 A AR T3 A X

MG 5 AIAF I DL JLA S8 : DL-S-SVM K& G-S-SVM
A LG H A X L A vk B s AN 3 rank fH, RV S
SVM 7£ i BLIL IR 42 i or 2 PERE AL T4 b Bk s % &
D5 N BB REA 25 2) L-S-SVM 5 Linear-SVM,
C4.5,NB LI} DBN Z i 1 G-S-SVM 5 NB LA & DBN 2 [f]
W2 rank B 2ZH KT CD=2. 69, Wik, it SSVM 5
Linear-SVM,C4. 5,NB Pl & DBN Z [M] fE A TR 19 A 6] 5 3) B
SR L-S-SVM K& G-S-SVM 7E K MLALE 4% 48 NUR [ 11 4 2554

WARERIFWN Bl T L-SSVM ¥ G-S-SVM 5 RF Z &) i
S rank (B 2E 50510 1,33 A1 0. 83,1 rank {H2E /N T
CD=2.69,454 DA M L-SSVM } G-S-SVM 7 K L5 %
WAL /> BE  OAS 5 A X L Bk A 2 Y 4 2K Pk R
DHL-S-SVM 5 G-S-SVM Z 8 -2 rank {E10254 0. 50, )
MZEW L-S-SVM 5 G-S-SVM 78 Jif A & 52 508 48 LA &
Moy AKERE, X 5 3.2 WK AT AE 5 H—BG5H
DR 2) a5, 7E AR A 45 4 IR HEJL R, 3L T T HUAE AR 2= 3T W
— BB A R 32 2 TR i AR A 1 SR B A AT A A 1 4 2R
A0 SE bR Ay kR .
5 AR 2 WA KEERATINY rank (A

Table 5 Value of rank based on classification results in Table 2
, Linear-  Gaussian- L-S- G-S-
hE R SVM SVM RE €45 NB - DBN SVM SVM
HAB 6 2 8 7 5 3 4 1
LIV 3 4 5 6 8 7 1 2
PHO 6 5 1 4 7 8 2 3
WIS 7 8 2 6 3 1 4 5
MON 6 3 8 7 4 1 5 2
SEE 4 5 6 3 7 8 1 2
THY 6 5 2 3 7 8 1 4
VEH 4 3 5 6 8 7 2 1
GLA 3 5 1 6 8 7 2 4
WHI 5 6 1 4 8 7 2 3
YEA 4 7 3 8 6 5 1 2
NUR 6 5 1 3 8 7 2 4
Ave 5.00 4. 83 3.58 5.25 6.58 5.75 2.25 2.75
BERIE AT E S B AR P A A X BURE AR 1Y ) B, AR S

NI R 2 A5 B B A BE N A BN AR A R B R X 4
REAS T B3 8 Y — B b B A R R A B0 JB A R A AR o LT T
TR REAS O R P A 2 45 g JB 38 T2 T O I R T S 1Y SR AR
BEA A B A BN B 0 JERE . 7 BSR4 R S
S5 2R LA R e vt o3 B 45 R R WD < A SCR TR BRE AR 27 5 R X
5K R B B S-SVM HLA I 5 9 S PR oy ek E . 4 T4
%1 PR IR 1Lt T ISR AR b B AL R D L B R A
A BT HUREAS (9 1 R AT BEALE . [ 45 7T SR B9 AR
SR AT 5 T DA A 4 T o HORE AR O A B BT R AR
T3 A ARG ) AR SO 7 a0 24 A-SVM Hay i 225 B —
A6 2 A5 5, L4 40 A B JRUAT A AR A0 v LU T R A L 2] £
AORE A R AE T BT A9 5 B A R R Ok AR B R BT R A A
z—0,

2 % X M
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