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Advanced Persistent Threat Detection Based on Generative Adversarial Networks and Long
Short-term Memory
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Abstract Advanced persistent threat (APT) brings more and more serious harm. Traditional APT detection methods have a
lower accuracy when the attack data samples are fewer and the attack duration is longer. To solve this problem,an ATP attack
detection method based on generative adversarial networks (GAN) and long short-term memory (LSTM) was proposed. On the
one hand.,this method generates attack data based on GAN simulation, generates a large number of attack samples for discrimi-
nant model.and improves the accuracy of the model. On the other hand.the memory unit and gate structure based on LSTM model
guarantee the feature memory among the sequence fragments which have correlation and large time interval in APT attack se-
quence. Keras open source framework was used to construct and train the model,and Accuracy, FPR, ROC curve were used as
metric to compare, test and analyze the methods of attack data generation and APT attack sequence detection. By generating simu-
lated attack data and optimizing the discriminant model,the accuracy of the original discriminant model is improved by 2. 84 %,
and the accuracy of APT attack sequence detection is improved by 0. 99% comparing with the recurrent neural network (RNN)
model. The experimental results fully show that APT attack detection algorithm based on GAN-LSTM can improve the accuracy
of discriminant model and reduce false alarm rate by introducing generative model to increase sample size,and the detection of
APT attack sequence using LSTM model has better accuracy and lower false alarm rate than other temporal structures, which
shows the feasibility and validity of the proposed method.
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Fig. 1 Internal structure of Long short-term memory
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Fig. 3 ROC curve of attack data generation experimental
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Table 4 Performance comparison of sequence model

CHAE 26D

ol & & 5% E RNN GRU LSTM
1~1000 99. 31 99. 32 99. 31
1000~5000 98. 82 99. 30 99. 26
5000~10000 96. 88 98. 37 98.56
10000 BL k 95. 36 97.15 97. 21
TR A F 97. 83 98.76 98. 82
IR AR F 2.72 2.31 2.25
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