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Abstract In view of the problems that the large number and complex functions of mobile applications,and mixed with a variety
of malicious applications,this paper analyzed the network behavior of applications for Android platform,and designed reasonable
network behavior trigger events for different types of applications to simulate network interaction behavior. Based on the network
event behavior sequence,the improved deep forest model is used to classify and identify applications. The optimal classification ac-
curacy can reach 99.03% ,and it has high accuracy.high recall rate, high F1-Score and low training time. In addition.in order to
solve the problems of limited number of application samples and high time cost of data acquisition,a data enhancement method
using CWGAN-GP was proposed. Compared with the original generative adversarial network, the training of the model is more
stable,and the data of specified categories can be generated by only one training. The experimental results show that the classifi-

cation accuracy is improved by about 9% after joining the generated data to train the deep forest model together.
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Table 4 Comparison of methods
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KA AL 2% A 86.12 2 82.58 1
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BP % 86. 32 17 83. 81 13
LSTM 92.77 28 85.72 21
WM 99. 03 10 90. 05 7
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