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Abstract With the rapid development of the Internet of things,environmental monitoring system has greatly improved the effi-
ciency and transparency of government’s daily operation. However, most existing environmental monitoring systems currently
provide services in a centralized manner and rely heavily on human control. Highly centralized system architectures are vulnerable
to external attacks. In addition,it is relatively easy for criminals to destroy the authenticity of data,resulting in the public trust in
environmental monitoring data is not high. To resolve these problems, this paper proposed an environmental monitoring data
transmission scheme based on blockchain. The data acquired by the monitoring device is delivered to the data collection terminal
by signature,and the data collection terminal verifies the data and writes it to the blockchain. Smart contracts analyze the data in
real time and then issue the results. Then,PBFT consensus algorithm based on grouping was proposed to improve the scalability
of the system. This paper analyzes the scheme and the results show that the environmental monitoring blockchain can ensure the
security,authenticity and integrity of environmental monitoring data and verifies the feasibility of the scheme with specific cases.
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Fig. 1 Scheme for environmental monitoring blockchain
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6. return rank;
7. endif
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