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Abstract Aiming at the problem that the existing schemes cannot resist the malicious behaviors of the dishonest third
party,this paper proposed an improved one-off public key scheme that can doubly restrain the behaviors of the third
party. In this scheme,users and service providers can judge whether the third party is honest or not via verifying the
identity index published by the third party and the publicly verifiable information generated during the private key ex-

traction,and this scheme can restrain the dishonest behaviors of the third party consequently. At the same time, the in-

dex algorithm can improve the efficiency of trace for malicious users.
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Table 1  Efficiency comparison of different schemes
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