http: /www. jsjkx. com

DOI:10. 11896/jsikx. 190100047

St A 2

MEHEHRTETIMILRAE LN DoS RE T

B £ EHEE BZBRE R I 0
M T AFEEIREFKE AM 310023
(jiachen_zjut@163. com)

=
] 7

=

B E MAEAMAHROERZEARE NELEFTRATRRXGTEY R, BB LT LR MAREME, AT MESLEPHIELR
%-(Denial of Service.DoS) st &, 42 T —HA TR L A RGN AKRREFFAMN T X, BF FRBHENLLET S04
HERSHEANEES OGS EHR, ARRHTALT SO AXE B, A A% H e S F0T = F oAl %
EH R, MM BIFHB T AAEN BBF P OWES R, H T BRIEARF kA 2, 5 10%-KDDCUP99 M % 4
FERTRLE,FRRFS>XERNATER, TBLEREAN. 5 L& FH (Support Vector Machine, SVM) Fo % 2 & 40 33
(Multi-Layer Perceptron, MLP) 7 kA8 , iR 7 ¥ A% E S WA > R %42 T 90% A 60% , L/F e ¥ & T @R (Area Un-
der Curve, AUC) T3k 0.9 vA b, XIEW % 77 R b B E MRS FFAMEAEL O T AHIOR Y Fw4an R ke d e,
KGR FF AN ;A Gt IR AR DoS o ML

FEESEE TP309.2

DoS Anomaly Detection Based on Isolation Forest Algorithm Under Edge Computing Framework

CHEN Jia,OUYANG Jin-yuan,FENG An-qi, WU Yuan and QIAN Li-ping

College of Information Engineering,Zhejiang University of Technology, Hangzhou 310023, China
Abstract With the rapid development of network technology,network attacks have brought huge negative impacts, so network
security issues need to be resolved urgently. Aiming at denial of service (DoS) attacks in networks,an anomaly detection method
for isolated forest based on edge computing framework was proposed. According to the characteristics of each edge node, the
method realizes the reasonable distribution of the model training tasks and effectively improves the utilization efficiency of edge
nodes. Meanwhile, the characteristics of edge computing are utilized to realize the offloading of model training tasks from cloud
center,so as to better reduce the time consumption of the system and reduce the burdenof the cloud center. In order to verify the
effectiveness of the proposed method, the 10 %-KDDCUP99 network dataset is preprocessed and partial data used for experi-
ments. Experimental results show that compared with the Support Vector Machine (SVM) and Multi-Layer Perceptron (MLP)
methods, time consumption of proposed method is reduced by 90% and 60% respectively,and area under curve (AUC) can reach
more than 0. 9, which indicates that the method can effectively reduce the system time consumption and ensure a high detection
performance.
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Fig. 1 System framework of network anomaly detection
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Fig. 2 System model of network anomaly detection
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Fig. 10 AUC under different iTree samples
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Table 4 Optimal parameter of each dataset
AR & AUC HE/s  Xmin Y
Normal-back 1 6.23 800 180
Normal-pod 0.964 4.6 60 900
Normal-teardrop 0.9 2.4 150 150
Normal-neptune 1 2.5 100 128

P AN TR) S B3 5 AR SCARVA AR B, SVML A ek e 5
RBF #% iR %% . gamma i 24 0. 1; MPL [& 2% B} 10 * 10 *
10, SEYRE5RMEK 5 s,
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Table 5 Experimental results of different algorithms
v i&xﬁ;\% SVM ‘ MPL ‘
AUC B /s AUC /s AUC it e /s
Normal-back 1 6.23 0.99 449 0.93 16.42
Normal-pod 0.964 4.6 0.953 210 0. 868 21.25
Normal-teardrop 0.9 2.4 0.92 154 0.87 30. 66
Normal-neptune 1 2.5 0.98 892 0.99 17. 36
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