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Survey of Code Similarity Detection Methods and Tools
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Abstract Source code opening has become a new trend in the information technology field. While code cloning improves code
quality and reduces software development cost to some extent,it also affects the stability,robustness and maintainability of a soft-
ware system. Therefore,code similarity detection plays an important role in the development of computer and information securi-
ty. To overcome the various hazards brought by code cloning, many code similarity detection methods and corresponding tools
have been developed by academic and industrial circles. According to the manner of processing source code, these detection methods
could be roughly divided into five categories: text analysis based, lexical analysis based, grammar analysis based, semantics
analysis based and metrics based. These detection tools can provide good detection performance in many application scenarios, but
are also facing a series of challenges brought by ever-increasing data in this big data era. This paper firstly introduced code cloning
problem and made a detailed comparison between code similarity detection methods divided into five categories. Then.it classified
and organized currently available code similarity detection tools. Finally.it comprehensively evaluated the detection performance of
detection tools based on various evaluation criteria. Furthermore, the future research direction of code similarity detection was
prospected.

Keywords Code clone,Clone detection,Clone evaluation

e — EE S P STIET SR SR PR L IR R T & £ 23
FIC A RS KR b T 4 BT H 0 JF & T A

1.1 REEENE SO S WA IR 0 R S — SO AR RS 5 A S

bt 2 90 1 R T 4 TR L ORS00 S AR IE e g P A ) A (0L R B G AR R AR R SR L LAY

VRN T — R . BRPEIF R A B R R AT LAY YA RO B AR U SN B AT 2 TR SR S R K — X

TEFF AR FS (W1 GitHub, SourceForge %z JF U P %) (B BEBORR A s Mexd . iy o e X AL 0 4 5 B O Sl 20

Ff H . 2019-05-27 REHM . 2019-10-01 AR SCE A TF R ] (OSID) L i 3 B 43 BUR 25 B .
F4TH . ERKE S LRI E (2018 YFF0215901)

This work was supported by National Key R&.D Program of China (2018 YFF0215901).

WAEMEE P (uop@mail. tsinghua. edu. cn)



Computer Science THEHMLEL2  Vol. 47,No. 3, Mar. 2020

1.2 REEEMSE

FRAG T AT DA BR ST B AR B 4y A LR 5 K0T,

1) 58 42 5 B - 58 4 S T A RS SO

2) SERE ST R TR 5T 4 S B I LA L, o8 4 B I BR A S L
AN AR 5

3) T 44 0 W - 7 56 8 T I G A L AR B AR
EAN S TAC S Y Y SR EE R IS N R T
B

4) 1 BT - T i 44 T I R SR L AR A R G AR
AT A T A I B S R AR SO AR N 2 gk
SRR B

5) BT - 5 IR AT A E AR )T T RE A ], L ST
LEWNGE
1.3 REEEMRLGRE

AT 5 e B A n T AR

DA L 7R R 5 AR F TR O S T Bk
L FE R NS5 B TR0 T & R b A £k F R 4K
P e b6 52 S e o A1 A O VR A 2 G B R R E T T 2R AR
EZIEAY=

DFFRWAM . EHRATF RSB TR RE S
MBS SIS Y B R R N B
HEATARAD T I o 7T DASR & IF & 300% s KOR AR B AR

B A BF I 18 RS T 23 45 1 2 B AR ok fa T
B3 AR FE B 2375 2 AR [l

DFFRIH AN AF & . EFFETE T, Tl MR
FEREAR 8 A5 A L (45 JF & N BL T AR 9 38 & i1 ) 2k
i AR AT 34 T T AR S FF R A, S Ah R IR E AR
K TE ARG 5 B 5 5 T A 22 1 SC IR AR A 23 38 KT R 45 5 11
ST B, DTS B PRI RS 4 HLAR N AR T SR K,

2) R A G AE A T T KU . e TR I E R AR A
AR EL AT AR T A R R DR L (H 7 A AR B e PR A
TR T 3 9 IR 4 10 R G KU L B AR R G 1 28 Ak

3) AT BERACFF IR R 1) 2 VR AL, FE 8 R IR 5T E i L
T RAE T IR VF A U3 (GPL, BSD, Apache License 28) , #infii il
GitHub RS B 75 22 9 B 0] &, 76 AQ RS v B A, 2 2 i #1
7R TR IR AT, DT G 23 4200 4K 1R 25 BT T R HE R R 7Y
JEHR.

2 REDECUER I T %

F T AR AR T B i R b A AR AR 22 U L I O AT AT AT
AU AG I 2 AR s B
2.1 BEIEMEMEHBHNE

T8 X AR B R AT AR B A 4G T 2 BT 8 2 o T ARG 1) 4
i 5 /N B AR AR A58 CRMDRL BE ) o A I AL B2 43R B 5
L E AN Y pOREBE o X T [T L RO DR UG 0
8 2 AR R 5 SRR B/ AR I TAE BBk, BRI, b
S5 0 ) G I 2R 7 S R N R SRR T R R
2.2 ARG AR UM A R 2

T AR AR ) 4 A ) A 6 A g B R A W) YL A BT 1B
7% o Whale™ 5 Y $i Hi 6 0 sk 72 1 19 4> B B - % 46 A A% X

AW R AR . 1 2 X TR A A — S T Ak B, DLOR /D G T
Ve LUk, A AS ) A6 A6 0 D7 32 b AR A A e ) 2 B0 X 1Y
g 4 L5 3 i Token J¥ 31 L 52 5 % B (Abstract Syntax
Tree, AST) . F& ¥ & #i 8] (Program Dependence Graph, PDG)
SREERY . BRJG AR TR S R 45 L A [ Y DG S Rk 5
THAE AL A6 0 5 3 — 3 R AT LA B s X e L R B I 4
S A i B S b, T AR R R SRR L.

9B X AL NS | B EEHLE
FERAE o 7] R A AU
AL

PR AR A R P A 0 e A O

Fig. 1 Basic process of code similarity detection
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Table 1 Comparison of different code similarity detection methods
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Table 2 Tools and core ideas of code similarity detection methods
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Table 3 Detection performance rating
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Table 4 Detection performance rating results of different tools
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